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Abstract 

Within  the  Joint  Force  Network  Operations  (NETOPS)  environment,  war  fighters 
will  treat  net-centric  adversaries  and  global  information  grid  defense-in-depth  situations 
as  complex,  adaptive  enclaves  that  are  the  product  of  the  dynamic  interactions  between 
connected  entities  and  processes.  Because  of  net  centricity,  no  entity  or  process  of  the 
enclave  can  be  considered  in  isolation;  no  singular  engagement  methodology  will 
accurately  capture  the  enclave’s  complexity,  and  an  alignment  of  Department  of  Defense 
Combatant  Commanders,  Services,  and  Agencies  (CC/S/A)  strategic  planning  is  pivotal. 

To  achieve  and  maintain  infonnation  dominance,  Joint  Network  Operations 
(NETOPS)  organizations  need  to  be  strategically  aligned.  Strategic  aligmnent  allows 
organizations  tasked  with  conducting  NETOPS  to  meet  the  needs  of  the  NETOPS 
Combatant  Coimnander,  United  States  Strategic  Command  (USSTRATCOM)  and  as  a 
result,  to  enhance  the  capabilities-based  effects  of  NETOPS  and  reduce  our  NETOPS 
infrastructure’s  susceptibility  to  compromise. 

The  goal  of  this  research  effort  was  to  answer  the  question  “Are  the  strategic 
plans  of  the  organizations  tasked  with  conducting  NETOPS  aligned?”  Once  the  key 
organizations  were  identified,  their  strategic  plans  were  analyzed  using  a  structured 
content  analysis  framework.  The  results  illustrated  that  the  organizations  strategic  plans 
were  aligned  with  the  community  of  interests  tasking  to  conduct  NETOPS.  Further 
research  is  required  into  the  strategic  alignment  beyond  the  strategic  (national/theater) 
and  operational  levels  to  determine  if  the  developed  NETOPS  strategic  alignment 
construct  is  applicable  to  all  levels  of  war. 
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STRATEGIC  PLANNING  TO  CONDUCT  JOINT  FORCE  NETWORK  OPERATIONS 


A  CONTENT  ANALYSIS  OF  NETOPS  ORGANIZATIONS  STRATEGIC  PLANS 

I.  Introduction 

Charles  de  Gaulle  said,  “[the  commander  and  his  troops]  must  be  able  to  see  the 
situation  as  a  whole,  attribute  to  each  object  its  relative  importance,  grasp  the  connections 
between  each  factor  in  the  situation,  and  recognize  its  limits”  (de  Gualle,  1934).  De 
Gaulle  was  speaking  to  strategic  planning,  the  audience,  and  the  measure  of  its  ability  to 
communicate  the  way  ahead  to  the  individual  and  the  organization.  According  to  the 
Capstone  Concept  for  Joint  Operations  (CCJO),  August  2005,  “all  joint  force  elements 
will  be  connected  and  synchronized  in  time  and  purpose  to  facilitate  integrated  and 
interdependent  operations  across  the  global  battle  space”  (CJCS,  2005,  p.  21).  Strategic 
planning  within  and  across  organizations  has  become  critical  to  conducting  operations 
within  the  information  domain  of  the  global  battle  space. 

The  Government  Performance  and  Results  Act  of  1993  (enacted  in  1997), 
commonly  referred  to  as  “GPRA”  or  “the  Results  Act,”  requires  federal  agencies  to 
submit  a  strategic  plan.  The  Strategic  plan  is  mandated  to  contain  (OMB,  2006): 

(1)  a  comprehensive  mission  statement  covering  the  major  functions  and 
operations  of  the  agency;  (2)  general  outcome-related  goals  and  objectives  for  the 
functions  and  operations  of  the  agency;  (3)  a  description  of  how  the  goals  and 
objectives  are  to  be  achieved  (to  include  a  description  of  operational  processes, 
skills,  technology,  human  capital,  information,  and  any  other  resources  required  to 
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meet  these  goals  and  objectives;  (4)  a  description  of  how  the  performance  goals 
included  in  the  plan.. .shall  be  related  to  the  general  goals  and  objectives  in  the 
strategic  plan;  (5)  an  identification  of  those  key  factors  external  to  the  agency  and 
beyond  its  control  that  could  significantly  affect  the  achievement  of  the  general 
goals  and  objectives;  and  (6)  a  description  of  the  program  evaluations  used  in 
establishing  or  revising  general  goals  and  objectives,  with  a  schedule  for  future 
program  evaluations.  When  developing  [the]  strategic  plan,  the  [agency]  shall 
solicit  and  consider  the  views  and  suggestions  of  those  entities  potentially 
affected  by  or  interested  in  such  a  plan  (p.  1/2). 

Strategic  plans  determine  an  organizations  way  ahead  for  a  detennined  amount  of 
time.  In  the  case  of  the  GPRA,  this  timeline  is  “a  minimum  six-year  period:  the  fiscal 
year  it  is  submitted  and  at  least  five  years  forward  of  that  fiscal  year”  (OMB,  2006,  pg  3). 
The  strategic  plan  details  the  mission  and  vision  of  how  an  organization  is  going  to  get 
from  “here”  to  “there”  and  how  the  organization  will  know  if  it  got  “there”  or  not.  Unlike 
business  plans,  which  focus  on  a  particular  product,  service  or  program,  the  focus  of  a 
strategic  plan  is  usually  on  the  entire  organization. 

Within  the  Joint  Force  Network  Operations  (NETOPS)  environment,  war  fighters 
treat  net-centric  adversaries  and  global  infonnation  grid  defense-in-depth  situations  as 
complex,  adaptive  enclaves  that  are  the  product  of  the  dynamic  interactions  between 
connected  entities  and  processes.  Because  of  net  centricity,  no  entity  or  process  of  the 
enclave  can  be  considered  in  isolation;  no  singular  engagement  methodology  will 
accurately  capture  the  enclave’s  complexity,  and  an  alignment  of  Department  of  Defense 
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Combatant  Commanders,  Services,  and  Agencies  (CC/S/A)  strategic  planning  is  pivotal. 
To  engage  in  this  net-centric  war  fighting  environment  and  achieve  information 
dominance,  the  CC/S/A  strategic  plans  must  be  structured,  developed  and  delivered  to 
meet  the  vision  of  the  National  Security  Strategy,  National  Military  Strategy,  National 
Defense  Strategy,  and  keystone  documents  for  communications  system  support  to 
NETOPS. 

NETOPS  is  an  organizational,  procedural  and  technological  construct  for  ensuring 
information  superiority  and  enabling  speed  of  command  for  the  digital  warrior.  It  links 
together  widely  dispersed  network  operations  centers  through  a  command  and 
organizational  relationship;  establishes  joint  tactics,  techniques  and  procedures  to  ensure 
a  joint  procedural  construct;  and  establishes  a  technical  framework  in  order  to  create  a 
common  network  picture  for  the  joint  force  commander  (CJCS,  2006b).  NETOPS  will 
include  all  those  activities  required  to  monitor,  manage  and  defend  and  control  the  Global 
Information  Grid  (GIG). 

The  Quadrennial  Defense  Review  Report  (DOD,  2006b)  states  that: 

“Global  Information  Grid  (GIG)  is  a  globally  interconnected,  end-to-end  set  of 
trusted  and  protected  information  networks. . .  [The]  GIG  optimizes  the  processes 
for  collecting,  processing,  storing,  disseminating,  managing  and  sharing 
information  within  the  Department  [of  Defense]  and  with  other  partners”  (p.  58). 

GIG  Overarching  Policy  (DOD,  2003)  establishes  policy  and  assigns  responsibilities  for 
GIG  configuration  management,  architecture,  and  the  relationships  with  the  Intelligence 
Community  (IC)  and  defense  intelligence  components. 
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In  an  age  of  “information”,  where  an  organization  must  define  its  capability  to 
maintain  infonnation  dominance  and  conduct  NETOPS,  strategic  plans  become  the 
medium  through  which  the  digital  warrior  is  connected  with  think-tanks  of  senior  and 
executive  leadership.  This  connection  allows  the  digital  warrior  to  fight  and  defend  the 
NETOPS  environment.  “In  the  all-important  battle  for  information  superiority,  the 
information  domain  is  ground  zero”  (OFT,  2003,  p.  33).  Given  that,  the  purpose  of  this 
research  is  to  identify,  categorize  and  synthesize  the  strategic  plans  of  Department  of 
Defense  NETOPS  organizations  to  ascertain  the  alignment  of  these  strategic  plans  to  key 
NETOPS  concepts,  particular  emphasis  is  given  to  those  organizations  specifically 
identified  with  the  role  and  responsibility  for  conducting  NETOPS  by  Department  of 
Defense  directive  or  Presidential  Executive  Order. 

Central  Research  Question 

In  order  to  address  the  purpose  of  this  research,  the  following  research  question  is 
posited:  “Are  the  strategic  plans  of  the  organizations  tasked  with  conducting  NETOPS 
aligned?” 

Scope,  Assumptions  and  Limitations 

Goldwater-Nichols  Department  of  Defense  Reorganization  Act  of 1986  (Pub.L. 
99-433),  the  Secretaries  of  the  Military  Departments  assign  all  forces  to  combatant 
commands  except  those  assigned  to  carry  out  the  mission  of  the  Services.  The  chain  of 
command  to  these  Combatant  Commands  runs  from  the  President  to  the  Secretary  of 
Defense  directly  to  the  Commander  of  the  Combatant  Command.  United  States  Strategic 
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Command  (USSTRATCOM),  is  assigned  the  mission  for  directing  the  operations  and 
defense  of  the  GIG.  Strategic  plans  for  organizations  or  entities  outside  the  Department  of 
Defense  will  only  be  used  in  the  content  analysis  if  the  strategic  plan  is  from  an 
organization  that  has  been  directed  by  higher  (above  the  secretary  of  defense)  authority  to 
conduct  NETOPS  within  the  GIG  beyond  the  scope  and  responsibility  of  United  States 
Strategic  Command  (USSTRATCOM).  The  researcher  assumes  that  draft  documents  are 
not  authoritative  or  directive.  Draft  strategic  plans  will  not  be  included  in  the  content 
analysis.  Only  unclassified  strategic  plans  will  be  used  in  the  research.  Due  to  time 
constraints,  strategic  plans  released  after  January  2007  may  not  be  included  in  the  content 
analysis.  The  chief  limitation  on  the  researcher  and  conducting  the  content  analysis  will 
be  the  designation  and  availability  of  strategic  plans  from  various  organizations  and/or 
entities.  Other  than  titling,  a  strategic  plan  used  within  the  content  analysis  is  considered 
such  of  it  is  designation  as  a  strategic  plan  from  an  authoritative  source. 

Approach/Methodology 

A  compilation  of  Strategic  Plans,  developed  by  organizations  specifically  tasked 
with  directing,  supporting,  planning,  and  purchasing  the  capability  to  conduct  Joint  Force 
Network  Operations  (NETOPS),  were  collected.  This  research  is  an  attempt  to  extract 
themes  from  the  strategic  plans  and  uncover  insights  on  what  this  body  of  text  says  about 
conducting  NETOPS,  the  operating,  supporting,  defending  and  exploiting  the  capabilities 
of  the  Global  Infonnation  Grid  (GIG). 


5 


Thesis  Overview 


The  breath  of  the  research  document  will  detail  the  efforts  to  address  the  research 
questions  listed  in  this  chapter.  Chapter  II  will  lay  the  theoretical  foundation  of  this 
research  work  with  a  thorough  review  of  accessible  military  literature.  Specifically,  a 
general  review  will  be  conducted  of  Global  Network  Operation  Environment  within  the 
context  of  federal,  Department  of  Defense,  and  Joint  training  strategy,  plans,  and  policy. 
Chapter  III  presents  the  research  methodology  used  in  this  study,  while  Chapter  IV  sets 
forth  a  detailed  analysis  of  the  collected  data  and  the  findings  that  resulted  from  this 
analysis.  Finally,  the  thesis  will  close  with  Chapter  V  and  the  presentation  of  conclusions, 
limitations,  and  recommendations  for  future  research.  This  research  is  organized  in 
accordance  with  the  American  Psychological  Association  (APA). 
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II.  Literature  Review 


Introduction 

The  concept  of  strategy  and  strategic  planning  are  nothing  revolutionary. 
Although  strategic  planning  has  been  taught  in  business  schools  since  the  1920s,  it  came 
into  widespread  use  in  the  1970s  when  the  degree  of  internal  and  external  change  to 
business  organizations  started  increasing  at  an  accelerating  rate  (Bean,  1993).  The  focus 
of  a  strategic  plan  is  primarily  on  the  entire  organization.  A  well  crafted  strategic  plan 
determines  where  an  organization  is  going  over  a  predetennined  period  of  time  or 
engagement,  how  the  organization  is  going  to  get  there  and  how  the  organization  will 
know  if  the  organization  achieved  it’s  objectives/goals. .  .or  not.  In  the  global  network 
operations  environment  Department  of  Defense  organizations  are  forced  to  develop 
strategic  plans  that  can  accommodate  the  possibility  of  change  to  include,  yet  not  limited 
to- 

1 .  Rapid  technical  advances. 

2.  Stricter  government  regulations  and  deregulation. 

3.  Increasing  globalization  of  the  information  domain. 

4.  Decreasing  availability  of  unique  resources. 

5.  Information  Assurance 

6.  Uncertainty 

Different  strategic-planning  methods  were  developed  to  help  organizations  make 
long-range  decisions.  Numerical-growth  goals  were  the  norm,  with  the  destiny  of  many 
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organizations  depending  on  the  predictions  of  the  future  computed  by  "ivory  tower 
corporate  planning  staffs”  (Bean,  1993,  p.  29). 

Strategic  planning  has  evolved  to  the  point  that  it  now  views  the  organization  in 
much  broader  terms  and  strives  to  address  the  organization's  internal  strengths, 
weaknesses,  opportunities,  and  threats  (SWOT)  in  the  internal  and  external  environments 
that  have  the  greatest  potential  impact  on  the  organization.  Strategic  planning  is  war  on  a 
map,  the  literal  plan  on  paper  to  conduct  the  engagement  at  every  level  of  war.  Getting 
from  the  strategic  level  of  war  to  the  tactical  level  of  war  requires  an  “attention  to  a 
number  of  structural,  personnel,  and  resource  issues”  (Harvard  Business  Essentials,  2005, 
p.  64). 

The  following  literature  review  gives  an  overview  of  the  Department  of  Defenses’ 
Global  Infonnation  Grid  (GIG)  and  a  working  definition  of  the  phrase  “Joint  Network 
Operations  (NETOPS)”.  It  will  explore  the  organization  construct  for  conducting 
NETOPS  within  the  context  of  the  United  States  Strategic  Commands  Joint  Concept  of 
Operations  for  the  GIG  NETOPS  Version  3  (STRATCOM,  2006).  Finally,  this  chapter 
will  provide  a  brief  synopsis  of  the  relevant  organizational  structures  within  the 
Department  of  Defense  that  conduct  NETOPS. 

Organizational  Guidance 

Organizational  guidance  can  be  formal  or  informal.  Fonnal  guidance  is  tasking 
that  the  organization  is  required  to  follow  by  law  or  orders  from  designated  authorities. 
Examples  of  formal  guidance  include  United  States  Codes,  federal  policies  or 
regulations,  Department  of  Defense  (DOD)  directives,  international  agreements, 
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administrative  agency  manuals,  and  Joint  publications.  For  well  over  15  years,  the  U.S. 
Congress  has  passed  legislation  that  is  focused  upon  creating  and  sustaining  high- 
performing  organizations  across  the  government.  This  can  be  seen  in  the  passing  of  the 
1990  Chief  Financial  Officers  Act  and  related  financial  management  legislation;  the  1993 
Government  Performance  and  Results  Act  (GPRA)  and  information  technology  refonn 
legislation,  including  the  1996  Clinger-Cohen  Act  (CCA). 

What  has  been  made  clear  in  these  legislative  acts  passed  by  Congress,  and 
recommended  by  the  Government  Accountability  Office  (GAO)  in  their  1999  report 
entitled  “Management  Reform:  Using  the  Results  Act  and  Quality  Management  to 
Improve  Federal  Performance”,  is  that  the  government  and  entities  conducting  initiatives 
with  and  within  the  government  must  focus  on  developing  (GAO,  1999): 

1 .  A  clear  mission  and  vision  for  the  organization  and  a  sense  of  direction  that  is 
clearly  and  consistently  communicated  by  top  leadership. 

2.  A  strategic  planning  process  that  yields  results-oriented  program  goals  and 
performance  measures  that  flow  from  and  reinforce  the  organization’s 
mission. 

3.  Organizational  alignment  to  achieve  goals  (p.  2). 

Informal  guidance  is  typically  embodied  in  nonns  that  are  no  less  binding  than  the 
aforementioned  legislative  acts,  such  as  the  separate  military  services’  Core  Values, 
Guiding  Principles,  and  particularly  Department  of  Defense  organizations  strategic  way 
ahead.  Organizational  guidance  defines  the  structure,  areas  of  responsibility,  and  even  the 
environment  in  which  the  organization  exists  (Bryson,  2004). 
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Global  Information  Grid  (GIG) 

All  things  net-centric  have  a  foundation,  a  system  upon  which  an  organization  or 
other  entity  is  structured  at  the  most  basic  level.  In  the  private  sector  this  foundation 
would  be  the  equivalent  of  large-scale  public  systems,  services,  and  facilities  that  are 
necessary  for  economic  activity,  including  power  and  water  supplies,  public 
transportation,  telecommunications,  roads,  and  schools.  Within  the  Department  of 
Defense,  this  foundation  or  infrastructure  for  all  things  net  centric  is  the  GIG.  According 
to  the  Department  of  Defense  Dictionary  of  Military  and  Associated  Terms  (short  name 
JP  1-02),  the  Global  Information  Grid  is  (CJCS,  2006b): 

“The  globally  interconnected,  end-to-end  set  of  information  capabilities, 
associated  processes  and  personnel  for  collecting,  processing,  storing, 
disseminating,  and  managing  information  on  demand  to  warfighters,  policy 
makers,  and  support  personnel.  The  Global  Infonnation  Grid  includes  owned  and 
leased  communications  and  computing  systems  and  services,  software  (including 
applications),  data,  security  services,  other  associated  services  and  National 
Security  Systems”  (p.  227). 

General  Peter  Pace,  Chainnan  of  the  Joint  Chiefs  of  Staff,  established  Joint 
Publication  (JP)  6-0,  "Joint  Communications  System",  as  the  "keystone  document  for 
communications  system  support  to  joint  operations  [that]  provides  guidelines  to  our 
commanders  regarding  information  systems  and  networks  as  a  part  of  the  Global 
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Information  Grid"  (CJCS,  2006b).  This  doctrine  further  expands  the  definition  of  the  GIG 
as  follows: 

“The  GIG  supports  all  DOD,  national  security,  and  related  intelligence 
community  (IC)  missions  and  functions  (strategic,  operational,  tactical  and 
business),  in  war  and  in  peace.  The  GIG  provides  capabilities  from  all  operating 
locations  (bases,  posts,  camps,  stations,  facilities,  mobile  platforms  and  deployed 
sites).  The  GIG  provides  interfaces  to  multinational  and  non-DOD  users  and 
systems”  (p.  viii). 

The  GIG,  due  to  its  broad  impact  on  information  capabilities  delivery,  is  often 
referred  to  as  a  weapons  system  within  the  network  centric  operational  environment.  Like 
other  weapons  systems,  such  as  naval  air  craft  carriers,  the  GIG  needs  to  be  able  to  be 
operated  with  impunity  and  defended  from  external  and  internal  threats  to  its  operations. 
JP  1-02  defines  these  “activities  conducted  to  operate  and  defend  the  Global  Information 
Grid”  as  network  operations,  or  NETOPS. 

Joint  Force  Network  Operations  (NETOPS) 

The  Joint  Publication  (JP)  6-0,  "Joint  Communications  System",  has  been  ten 
years  in  the  revision  process.  The  global  network  operational  environment  has  changed 
considerably  since  1995,  the  last  time  this  keystone  document  for  joint  communications 
was  updated.  Critical  elements  of  the  joint  publications  revisions  are  (CJCS,  2006b): 

1 .  Consolidates  Joint  Publication  (JP)  6-02,  Joint  Doctrine  for  Employment  of 
Operational/Tactical  Command,  Control,  Communications,  and  Computer 
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Systems  and  JP  6-0  formerly  called  Doctrine  for  Command,  Control, 
Communications,  and  Computer  (C4)  Systems  Support  to  Joint  Operations 

2.  Discontinues  use  of  the  term  “command,  control,  communications,  and 
computers  (C4)  systems”  and  replaces  it  with  “communications  system” 

3.  Deconstructs  the  acronym  “C4ISR”  into  its  component  parts:  “command  and 
control  (C2),"  "communications  system,”  and  “intelligence,  surveillance,  and 
reconnaissance  (ISR).”  Only  the  component  being  discussed  is  appropriately 
referenced. 

4.  Discusses  information  superiority. 

5.  Introduces  joint  force  network  operations  (NETOPS). 

6.  Introduces  network  enabled  operations  (p.  iii). 

In  the  simplest  of  terms,  NETOPS  is  defined  as  the  “mission  to  operate  and 
defend  the  [Global  Information  Grid]”  (CJCS,  2006b,  pg  IV- 1).  When  conducted  with 
precision  and  effectiveness,  “NETOPS  provides  integrated  network  visibility  and  end-to- 
end  management  of  networks,  global  applications,  and  services  across  the  [Global 
Information  Grid]”  (CJCS,  2006b,  p.  IV- 1). 

Combat  has  two  core  tenants  that  are  the  keys  to  consecutively  winning 
engagements,  campaigns,  operations,  and  ultimately  wars;  capabilities  and  effects.  The 
NETOPS  mission,  in  the  context  of  the  GIG,  will  enable  several  capabilities;  Enhance 
Joint  and  Multinational  Operations  and  Interagency  Coordination,  Provide  Strategic 
Agility,  Expand  Operational  Reach,  Increase  Tactical  Flexibility,  Support  Network 
Enabled  Operations,  and  achieve  and  Maintain  Information  Superiority  (IS).  The  desired 
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effects  from  these  capabilities  provided  by  the  NETOPS  mission  are;  “assured  system 


and  network  availability,  assured  information  protection,  and  assured  information 


delivery”  (CJCS,  2006b,  p.  IV- 1).  It  is  these  effects  that  are  at  the  core  (Figure  1)  of  the 


NETOPS  conducted  by  a  special  cadre  of  agencies,  commands,  and  organizations  that 


make  up  the  Joint  Network  Operations  (NETOPS)  Community. 


Figure  1  Joint  Network  Operations  (NETOPS)  Essential  Tasks 


The  Joint  Network  Operations  (NETOPS)  Community 

2006  Quadrennial  Defense  Review  (QDR)  Report,  which  is  routed  in  the  2005 
National  Defense  Strategy  (NDS),  states  that  the  "Assistant  Secretary  of  Defense  for 
Networks  &  Information  Integration  [ASDNII],  the  Department  of  Defense’s  Chief 
Information  Officer,  in  coordination  with  [United  States  Strategic  Command],  has 
developed  a  defense-in-depth  strategy  for  protecting  the  Department’s  computer 
networks"  (DOD,  2006b,  p.  50).  The  enablers  of  the  defense-in-depth  strategy  are  the 
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Joint  Network  Operations  (NETOPS)  Community.  This  community  is  comprised  of  the 
following  commands  and  agencies: 


The  Federal  Chief  Information  Officer  Council 

The  Chief  Information  Officers  Council  was  initially  established  by  Executive 
Order  ( E.O '.)  13011,  "Federal  Information  Technology" .  The,  E-Government  Act  of 2002 
codified  the  Chief  Information  Officers  Council  (E.O.  13011  was  revoked  by  E.O.  13403, 
May  12,  2006)  as  the  principal  "interagency"  [emphasis  added]  forum  to  improve  agency 
management  of  information  resources  and  technology.  The  Federal  CIO  Council 
memberships  consist  of  CIO  and  Deputy  CIO’s  from  the  following  executive  agencies 
(CIO,  2007): 


Department  of  Labor 
Director  of  National  Intelligence 
Department  of  Agriculture 
Department  of  the  Air  Force 
Department  of  the  Army 
Department  of  Commerce 
Department  of  Defense 
Department  of  Education 
Department  of  Energy 
Department  of  Justice 
Department  of  Homeland  Security 
Small  Business  Administration 
Department  of  Housing  and  Urban 
Development 
Agency  for  International 
Development 


Department  of  the  Interior 
Department  of  the  Navy 
Department  of  State 
Department  of  Transportation 
Department  of  the  Treasury 
Department  of  Veterans  Affairs 
Environmental  Protection  Agency 
General  Services  Administration 
Social  Security  Administration 
National  Science  Foundation 
Nuclear  Regulatory  Commission 
Office  of  Personnel  Management 
Department  of  Health  and  Human 
Services 

National  Aeronautics  and  Space 
Administration 


According  to  the  CIO  Council  Charter,  the  council  was  “established  to  achieve 
information  resource  management  (IRM)  objectives  delineated  in  legislation  including 
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the  E-Government  Act  of 2002  (Public  Law  107-347),  Government  Paperwork 
Elimination  Act  (GPEA),  Paperwork  Reduction  Act  (PRA),  Government  Performance 
and  Results  Act  (GPRA),  and  the  Information  Technology  Management  Reform  Act  of 
1996  ( TTMRA)”  (CIO,  2003). 

The  Assistant  Secretary  of  Defense  for  Networks  &  Information  Integration 

The  Assistant  Secretary  of  Defense  for  Networks  and  Information 
Integration/DOD  Chief  Infonnation  Officer  (ASD(NII)/DOD  CIO),  per  Department  of 
Defense  Directive  5144.1  (DOD,  2005a),  is  the; 

1 .  Serve  as  the  senior  Nil  and  CIO  policy  and  resources  official  below  the 
Secretary  and  Deputy  Secretary  of  Defense,  (par.  3.1) 

2.  Lead  the  formulation  and  implementation  of  enterprise-level  defense 
strategies  from  the  information,  IT,  network-centric,  and  non-intelligence 
space  perspective,  (par.  3.3.2) 

3.  Serve  as  the  DOD-wide  information  executive  and  participate  as  a  member  on 
DOD-wide  councils  and  boards  involving  Nil  and  CIO  matters,  including 
serving  as  the  DOD  representative  on  the  Intelligence  Community  CIO 
Executive  Council,  (par.  3.3.5) 

4.  Chair  the  DOD  CIO  Executive  Board,  (par.  3.3.21)  “The  DOD  CIO  Executive 
Board  is  the  principal  forum  used  to  advise  the  DOD  CIO  on  the  full  range  of 
matters  pertaining  to  the  GIG.  It  also  coordinates  implementation  of  activities 
under  the  Clinger-Cohen  Act  of  1996,  and  exchanges  pertinent  infonnation 
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and  discusses  issues  regarding  the  GIG,  including  DOD  IM  and  IT”  (CJCS, 
2006b,  pg  11-18). 

5.  Provide  policies,  oversight,  guidance,  architecture,  and  strategic  approaches 
for  all  communications  and  information  network  programs  and  initiatives  on 
an  enterprise-wide  basis  across  the  Department,  ensuring  compliance  with  the 
IA  requirements  as  well  as  interoperability  with  national  and  alliance/coalition 
systems.  This  includes  network-centric  and  infonnation-integration  projects, 
programs,  and  demonstrations  as  they  relate  to  GIG  implementation  and 
employment,  (par.  3.4.3) 

The  ASD(NII)/DOD  CIO  also  has  the  responsibility  of  being  the  architect  of  a 
Department  of  Defense  wide  framework  for  a  joint,  interagency,  integrated  infrastructure 
that  DOD  will  build  upon  and  mandate  compliance  with  National  Security  Systems 
(NSS)  and  Information  Assurance  (IA)  directives. 

Chairman  of  the  Joint  Chiefs  of  Staff 

The  Goldwater-Nichols  Act  directed  the  Chainnan  to  assist  the  President  and  the 
Secretary  of  Defense  in  providing  strategic  direction  to  the  armed  forces.  The  Chairman’s 
mechanisms  for  providing  advice  regarding  strategic  direction  are  the  Chairman’ s 
Guidance,  Joint  Vision  Documents,  and  National  Military  Strategy.  The  Chairman  is 
ultimately  responsible  for  developing  joint  policy. 

Title  10  U.S.  Code  (Chairman:  functions,  2006)assigns  to  the  Chainnan  two 
distinct  functions  regarding  strategic  planning:  Section  153(a)(2)  charges  the  Chairman 
with  “preparing  strategic  plans,  including  plans  which  conform  to  resource  levels 
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projected  by  the  Secretary  of  Defense  to  be  available  for  the  period  of  time  for  which  the 
plans  are  to  be  effective.”  Section  153(a)(3)  makes  the  Chairman  responsible  for 
“providing  for  the  preparation  and  review  of  contingency  plans  which  conform  to  policy 
guidance  from  the  President  and  the  Secretary  of  Defense.” 

The  Unified  Action  Armed  Forces  (UNAAF)  is  one  of  two  foundation  documents 
for  all  joint  publications.  The  UNAAF  provides  the  basic  doctrine  and  policy  governing 
the  unified  direction  of  forces  and  discusses  the  functions  of  the  Department  of  Defense 
and  its  major  components.  In  accordance  with  the  UNAAF,  the  Chairman  of  the  Joint 
Chiefs  of  Staff  acts  as  the  “spokesman  for  the  combatant  commanders,  especially  on  the 
operational  requirements  of  their  commands”  (CJCS,  2001a,  p.  II-5). 

Joint  Community  Warfighter  Chief  Information  Officer  (JCWCIO) 

The  Director  for  Command,  Control,  Communications,  and  Computer  (C4) 
Systems  for  the  Joint  Staff  (J6)  "Serve  as  one  of  the  four  [Defense  Information  System 
Network  (DISN)]  [Designated  Approval  Authorities]  and  exercise  authority  for 
operational  DISN  policy  and  direction"  (CJCS,  2003).  The  J-6  is  designated  as  the  [Joint 
Community  Warfighter  (JCW)  Chief  Information  Officer  (CIO)]  and  is  tasked  with 
"acting  on  behalf  of  the  Chairman  of  the  Joint  Chiefs  of  Staff  as  prescribed  in  Department 
of  Defense  Directives  8000.1,  “Management  ofDOD  Information  Resources  and 
Information  Technology”  (DOD,  2002),  and  8100.1,  “ Global  Information  Grid  (GIG) 
Overarching  Policy”  (DOD,  2003). 
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United  States  Strategic  Command  (USSTRATCOM) 

According  to  the  Joint  Concept  of  Operation  for  GIG  Network  Operations 
Version  3.0  (STRATCOM,  2006),  United  States  Strategic  Command  (USSTRATCOM) 
has  overall  responsibility  for  Global  Network  Operations  (GNO)  and  defense  of  the  GIG 
in  coordination  with  CJCS  and  the  other  combatant  commands  (STRATCOM,  2006). 
USSTRATCOM  is  responsible  for  integrating  and  coordinating  DOD  NETOPS 
capabilities  across  all  geographic  Areas  of  Responsibility  (AOR).  Th c  Joint  Publication 
(JP)  6-0,  " Joint  Communications  System  ",  states  that  USSTRATCOM  is  responsible  for 
advocating  “for  national  requirements  and  standards,  and  in  coordination  with  other 
CCDRs  [Combatant  Commanders],  assess  and  report  the  operational  readiness  of  the 
GIG  systems/networks"  (CJCS,  2006b,  p.  11-21/22). 

The  Military  Service  Chief  Information  Officers  (CIO) 

The  Paperwork  Reduction  Act  of 1995  (PRA)  (Title  44  United  States  Code 
Sections  3501-3520)  requires  each  federal  agency  to  designate  a  Chief  Information 
Officer  (CIO)  to  ensure  compliance  with  federal  information  policies  and  implement 
Information  Resource  Management  to  improve  agency  productivity,  efficiency,  and 
effectiveness.  Subsequent  legislation  has  refined  and  expanded  these  information  policies 
and  CIO  responsibilities,  including  the  management  of  Information  Technology 
investments  and  acquisitions  in  compliance  with  the  Clinger-Cohen  Act  of 1996  (CCA) 
(specifically  title  40  U.S.C.  sections  1 1 101-11704);  ensuring  that  Information 
Technology  and  National  Security  Systems  are  interoperable  and  compliant  with  federal 
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and  Department  of  Defense  standards  (specifically  title  10  U.S.C.  sections  2222  and 
2223);  and  the  management  and  promotion  of  electronic  government  services  in 
accordance  with  the  E-Government  Act  of 2002  (specifically  title  44  U.S.C.  section  3501 
note,  and  sections  3601-3606).  Additional  requirements  and  guidance  are  established  by 
the  Office  of  Management  and  Budget  (OMB),  and  promulgated  through  OMB  Circular 
A-130,  “Management  of  Federal  Information  Resources  ”  (OMB,  2000). 

Army  Chief  Information  Officer  (CIO)/G-6 

Army  Regulation  25-1,  "Army  Knowledge  Management  and  Information 
Technology  Management" ,  15  July  2005  tasks  the  Office  of  the  Anny  Chief  Information 
Officer  (CIO/G-6)  with  providing  architecture,  governance,  portfolio  management, 
strategy,  C4  IT  acquisition  oversight  and  operational  capabilities  to  enable  joint 
expeditionary  net-centric  information  dominance  for  the  Army.  The  regulation  requires 
the  Army  CIO  to  oversee  and  direct  the  Network  Enterprise  Technology  Command 
(NETCOM)/9th  Anny  Signal  Command.  The  Army  CIO/G-6  reports  directly  to  the 
Secretary  of  the  Army  (Anny,  2005). 

Department  of  the  Navy  (DON)  Chief  Information  Officer  (CIO) 

Secretary  of  the  Navy  (SECNAV)  Instruction  5430. 7N,  “ Assignment  of 
Responsibilities  and  Authorities  in  the  Office  of  the  Secretary  of  the  Secretary  of  the 
Navy”,  9  June  2005  tasks  the  Department  of  the  Navy  Chief  Information  Officer  (DON 
CIO)  as  the  Secretary  of  the  Navy’s  principal  advisor  on  Infonnation  Management  (IM), 
Information  Technology  (IT),  Information  Resource  Management  (IRM),  and  National 
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Security  Systems  (NSS).  The  instruction  specifically  states  that,  “the  DON  CIO  has  sole 
responsibility  for  the  IM  function  within  the  Office  of  [Secretary  of  the  Navy],  the  Office 
of  [Chief  of  Naval  Operations],  and  [Head  Quarters  Marine  Corp]”,  and  that  “no  other 
office  or  entity  may  be  established  to  perform  these  responsibilities”  (DON,  2005a).  The 
DON  CIO  is  supported  by  Deputy  CIO’s  for  the  Navy  (Deputy  Chief  of  Naval 
Operations  for  Communication  Networks  (N6))  (DON,  2006)  and  Marine  Corps 
(Director  for  Command,  Control,  Communications  and  Computers  (C4),  Headquarters 
Marine  Corps  (HQMC))  (DON,  2003),  and  a  Deputy  CIO  for  Policy  and  Integration.  The 
DON  CIO  reports  directly  to  the  Secretary  of  the  Navy. 

Warfighter  Integration/Chief  Information  Officer  (SAF/XC) 

On  May  10,  2005  the  Secretary  of  the  Air  Force  Office  of  Warfighting  Integration 
and  Chief  Information  Officer  (SAF/XC)  was  officially  created.  The  new  organization 
combines  three  previous  entities;  the  Deputy  Chief  of  Staff,  Warfighting  Integration 
(AF/XI),  Air  Force  Chief  Information  Officer  (AF-CIO),  and  Deputy  Chief  of  Staff, 
Installations  and  Logistics  (AF/ILC).  Air  Force  policy  directive  (AFPD)  33-1, 
"Information  Resource  Management",  27  June  2006,  designates  SAF/XC  as  the  principal 
authority  on  Department  of  the  Air  Force  Information  Resource  Management  (IRM), 
Business  Processes  (BP),  Infonnation  Technology  (IT),  and  National  Security  Systems 
(NSS)  standard  (USAF,  2006).  The  SAF/XC  reports  to  the  Secretary  of  the  Air  Force,  as 
the  Chief  Information  Officer.  The  SAF/XC  reports  to  the  Chief  of  Staff  of  the  Air  Force 
as  the  Warfighting  Integrator  (SAF/XC,  2006). 
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The  Intelligence  Community  (IC) 

The  Intelligence  Community  (IC)  is  responsible  for  those  portions  of  the  GIG  that 
are  uniquely  within  the  IC  domain.  The  Department  of  Defense  (DOD)  Chief  Information 
Officer  (CIO)  Guidance  and  Policy  Memorandum,  number  11-8450  (2001),  "Department 
of  Defense  Global  Information  Grid  Computing, "  (DODCIO,  2001)  directs  that: 

1 .  Co-designate,  with  the  DOD  CIO,  a  select  set  of  computing  capabilities  and 
services,  to  include  all  SCI  networks,  to  be  defined  as  the  IC  portion  of  the 
GIG  (par.  5.5.1). 

2.  Develop,  maintain,  and  enforce  the  IC  portion  of  the  GIG  Architecture  (par. 
5.5.2). 

3.  Consult,  where  appropriate,  with  the  DOD  CIO  on  matters  of  GIG  policy, 
acquisition,  implementation,  and  operation  (par.  5.5.3). 

The  IC  portion  of  the  GIG  supports  IC  operations  within  the  Sensitive  Compartmented 
Information  (SCI)  environment. 

Defense  Information  Systems  Agency  (DISA) 

The  Defense  Infonnation  Systems  Agency  (DISA)  "is  a  Defense  Agency  under 
the  authority,  direction,  and  control  of  the  ASD(NII)/DOD  CIO"  (DOD,  2005a).  The 
Director  of  DISA  is  also  designated  as  the  Commander,  Joint  Task  Force-Global 
Network  Operations  (JTF-GNO)  (DOD,  2005a).  Department  of  Defense  Directive 
5105.19,  "Defense  Information  Systems  Agency  (DISA)  ",  July  25,  2006  authorizes  DISA 
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field  organizations  to  exercise  operational  direction  over  the  Defense  Infonnation 
Systems  Network  (DISN)  operating  elements. 


Of  particular  note  is  the  mission  assigned  to  the  DISA  (DOD,  2006a): 

“The  DISA  shall  be  responsible  for  planning,  engineering,  acquiring, 
testing,  fielding,  and  supporting  global  net-centric  information  and 
communications  solutions  to  serve  the  needs  of  the  President,  the  Vice 
President,  the  Secretary  of  Defense,  and  the  DOD  Components,  under  all 
conditions  of  peace  and  war  [underline  emphasis  added]”. 

With  the  exception  of  the  military  services  and  the  Chairman  of  the  Joint  Chiefs  of  Staff, 
no  singular  NETOPS  entity  has  responsible  for  planning,  engineering,  acquiring,  testing, 
fielding,  and  supporting  global  net-centric  infonnation  and  communications  solutions  to 
the  degree  that  the  DISA  does. 

Commander,  Joint  Task  Force  Global  Network  Operations  (JTF-GNO) 

Lieutenant  General  Robert  M.  Shea,  while  serving  as  the  Director,  Command, 
Control,  Communications  and  Computer  Systems  (C4)  systems),  The  Joint  Staff  (J-6) 
said,  "U.S.  Strategic  Command’s  (USSTRATCOM)  Joint  Task  Force-Global  Network 
Operations  (JTF-GNO)  is  responsible  for  the  policy,  guidance,  and  oversight  that  will 
transform  today’s  Department  of  Defense’s  (DOD)  information  assets"  (Shea,  2006,  p. 
18). 

Department  of  Defense  Directive  (DODD)  5105.19,  "Defense  Information 
Systems  Agency  (DISA)"( DOD,  2006a),  authorizes  Commander,  JTF-GNO  to  "isolate, 
disconnect,  and/or  shutdown  information  systems  (including  websites)  owned,  operated, 
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sponsored,  or  funded  by  the  Department  of  Defense  that  are  in  violation  of  applicable 
security  policies,  when  so  directed  by  appropriate  authority  in  accordance  with 
established  procedures"  (DOD,  2006a).  The  Joint  Concept  of  Operation  for  GIG  Network 
Operations  Version  3.0  states  that  "JTF-GNO  provides  the  DOD  with  the  direction  and 
oversight  to  operate  and  defend  the  GIG"  (STRATCOM,  2006). 

Change  3  to  the  Chairman  of  the  Joint  Chiefs  Staff  instruction  (CJCSM) 

6510.01D,  08  March  2006,  “ Information  Assurance  (IA)  and  Computer  Network  Defense 
(CND),  ”  lists  the  Commander,  JTF-GNO  responsibilities  as  (CJCS,  2006a): 

1 .  [Assessing]  operational  impacts  of  possible  COAs  [Course  of  Actions]  and 
weigh  actions  against  the  risk  assessments  to  preserve  the  Global  Infonnation 
Grid  (GIG).  (Annex  A,  Appendix  B,  Enclosure  B,  p.  2) 

2.  Perform  global  incident/intrusion  monitoring  and  detection,  strategic 
vulnerability  analysis,  system  forensics,  media  analysis,  and  responses  to 
information  assurance  (IA)/CND-related  activity.  (Annex  A,  Appendix  B, 
Enclosure  B,  p.  3) 

3.  Coordinate  with  the  [combatant  commands,  Services  and  Agencies]  C/S/As 
and  field  activities  in  determining  the  technical  and  operational  mission 
impacts  caused  by  degradations,  outages,  and  IA  and  CND  events.  (Annex  A, 
Appendix  B,  Enclosure  B,  p.  3) 

4.  Coordinate  with  the  Department  of  Homeland  Security  (DHS)  for  all  incidents 
that  involve  the  Department  of  Defense  and  other  federal  agencies.  (Annex  A, 
Appendix  B,  Enclosure  B,  p.  3) 
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Joint  Task  Force-Global  Network  Operations  (JTF-GNO)  is  the  focal  point  for  all 
combatant  commanders,  services,  and  agencies  to  conduct  Joint  Network  Operations 
(NETOPS). 

Service  NETOPS  Component  Commands 

Each  of  the  military  services  has  appointed  a  component  to  USSTRATCOM  for 
coordination  effort  with  JTF-GNO  and  to  exercise  command  and  control  of  their 
respective  Service  Global  Network  Operations  and  Security  Centers  (SGNOSC).  The 
Service  NETOPS  Component  Commanders  are: 

1 .  Commander,  Strategic  Missile  Defense  Command  (SMDC)/Army  Strategic 
(ARSTRAT)  Command.  Commanding  General,  Army  Network  Enterprise 
Technology  Command  (NETCOM)/9th  Signal  Command  (Army)  is  the 
ARSTRAT  Deputy  for  NETOPS  and  is  the  single  authority  assigned  to 
operate,  manage,  and  defend  the  Army's  infrastructure  at  the  enterprise  level 
(NETCOM,  2006). 

2.  The  US  Air  Force  Commander  for  USAF  NETOPS  (USAF  NETOPS/  CC). 
The  67th  Network  Warfare  Wing,  of  the  8th  Air  Force,  is  tasked  to  "execute 
[Air  Force]  network  operations,  defense,  attack,  and  exploitation  to  create 
integrated  cyberspace  effects  for  Air  Force  Network  Operations  Commander 
and  combatant  Commands  (67NWW,  2006). 

3.  Commander,  US  Navy  Network  Warfare  Command  (USN 
NAVNETWARCOM),  as  the  service  component  commander,  exercises 
Operational  Control  (OPCON)  over  the  Navy’s  Global  Network  Operations 
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and  Security  Center  (GNOSC),  which  is  responsible  for  operational  and 
technical  support  to  the  Navy’s  portion  of  the  GIG  (NNWC,  2006b). 

4.  Commander,  US  Marine  Corps  Network  Operations  and  Security  Command 
(MCNOSC).  "The  Marine  Corps  Network  Operations  and  Security  Command 
(MCNOSC)  is  responsible  for  managing  Marine  Corps  global  network 
operations  and  Computer  Network  Defense  (CND)  of  the  Marine  Corps 
Enterprise  Network  (MCEN)"  (MCNOSC,  2006). 


The  command  and  control  relationships  of  the  service  component  NETOPS 


entities  in  relation  to  JTF-GNO  are  show  in  Figure  2  (STRATCOM,  2006,  p.  24). 


A-GNOSC 

CERT/CIRT 


AFNOSC ” 


NAVGNOSC 

CERT/CIRT 


MCNOSC 

CERT/CIRT 


SMDC/ARSTRAT  AFNETOPS/CC  NAVNETWARCOM  MCNOSC 

NETCOM/9th  ASC 


Forces  for  Unified  Commands,  FY  2006,  approved  bySECDEF,  states  "CDRUSSTRATCOM  has  OPCON  of  Service  Network  Operations 
and  Security  Centers  (NOSCs).  [IAW  JTF-GNO  Implementation  Directive  dated  5  Aug  05,  CDRUSSTRATCOM  has  delegated  OPCON 
authority  to  the  CDR,  JTF-GNO .]  In  response  to  network  events  or  activities,  as  determined  by  CDRUSSTRATCOM  or  CDR  JTF-  GNO, 
Service  Chiefs,  or  Secretaries  shall  instantaneously  attach  Service  CERTs/CIRTs  to  CDR  JTF-GNO,  who  will  exerciseTACON  upon 
contact  with  service  CERTs/CIRTs  until  such  time  that  the  responses  1o  the  events  or  activities  are  declared  complete  oy  CDR  JTF-GNO." 
*  "The  AF  CERT/CIRT  was  consolidated  into  the  AFNOSC  of  which  the  JTF-GNO  has  OPCON." 


has  OPCON  over  has  TACON  over 


Figure  2  Service  Network  Operations  Components  C2  Relationships 
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Summary 

This  literature  review  has  provided  the  foundations  for  moving  towards  answering 
the  authors’  central  research  question  “Are  the  strategic  plans  of  the  organizations  tasked 
with  conducting  NETOPS  aligned?”  The  focus  of  this  chapter  was  to  provide  the  reader 
with  a  basic  conceptual  understanding  of  the  Global  Information  Grid  (GIG),  Joint 
Network  Operations  (NETOPS),  and  the  organizational  entities  that  conduct  NETOPS 
within  the  context  of  the  Department  of  Defenses’  Global  Information  Grid.  The  next 
chapter  will  discuss  the  methodology  that  was  applied  in  an  attempt  to  answer  the 
research  question. 


26 


III.  Methodology 


Introduction 

The  purpose  of  this  research  is  to  answer  the  central  research  question:  “Are  the  strategic 
plans  of  the  organizations  tasked  with  conducting  NETOPS  aligned?”  This  chapter  defines  the 
strategic  concept  of  being  aligned.  This  chapter  also  defines  and  details  the  steps  taken  in  locking 
onto  a  methodology  and  gives  follow-on  researchers  guidance  on  using  this  methodology,  and 
it’s  appropriateness  for  this  type  of  research. 

The  research  began  with  an  initial  literature  review  of  Global  Information  Grid  (GIG) 
policy,  doctrine,  directives  and  instructions  to  establish  a  framework  for  the  research.  There  were 
a  plethora  of  policy,  doctrine,  directives  and  instructions  assigning  responsibility,  authority,  and 
accountability  for  various  function  of  perfonning  NETOPS  -  the  actions  taken  to  operate  and 
defend  the  GIG  (CJCS,  2006b).  Tasking  within  the  various  GIG  policy,  doctrine,  directives  and 
instructions  was  largely  to  organizations  or  positions  within  organizations.  Even  those 
documents  that  assigned  responsibility  and  accountability  to  multiple  entities  for  developing 
direction  and  strategy  were  not  directed  beyond  the  scope  of  the  organizations  or  positions  they 
were  tasking.  Where  the  policy,  doctrine,  directives  and  instructions  assigned  responsibility  for 
providing  direction  or  strategic  planning,  the  researcher  noticed  that  there  did  not  seem  to  be  any 
further  guidance  other  than  to  generate,  not  necessarily  to  coordinate,  a  strategic  document  with 
various  elements  within  the  context  of  GIG  NETOPS.  The  apparent  lack  of  more  specific 
guidance  on  context  and  coordination  prompted  the  question:  “Are  the  strategic  plans  of  the 
organizations  tasked  with  conducting  NETOPS  aligned?”  Robert  S.  Kaplan  and  David  P.  Norton 
(2006)  define  “alignment”  as  “all  units,  process,  and  systems  of  an  organization  linked  to  [the 
organizations]  strategy  (p.  259). 
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Qualitative  Research 

Leady  and  Ormrod  (2005)  state  that  “to  answer  some  research  questions. .  .we  must  dig 
deep  to  get  complete  understanding  of  the  phenomenon  we  are  studying”  (p.  133).  The  nature  of 
conducting  NETOPS  is  people,  processes,  and  technology  working  together  to  enable  timely  and 
trusted  access,  sharing,  and  collaboration  of  infonnation  to  any  and  all  that  need  it.  The 
variations  and  multifaceted  aspects  of  NETOPS  and  the  governing  strategy’s  that  guide  the 
conducting  of  NETOPS  are  perfectly  suited  for  a  qualitative  study.  The  study  of  strategy  and 
strategic  plans  of  conventional  warfare  environments  is  nothing  knew.  The  study  of  strategy  and 
the  strategic  plans  of  the  organizations  conducting  information-age  warfare  are  currently 
unprecedented.  In  situations  where  there  is  a  lack  of  clarity  or  understanding  of  a  particular 
concept  or  phenomenon,  Cresswell  espouses  the  use  of  a  qualitative  methodology  (Cresswell, 
2003).  The  contextual  properties  of  strategic  plans,  by  definition  are  a  proxy  for  [future] 
experience  that  may  be  inferred  from  the  body  of  free-flowing  texts  coding  (Denzin  &  Lincoln, 
2000)  and  therefore  the  most  appropriate  methodology  for  this  research  is  a  content  analysis. 

Content  Analysis 

When  a  researcher  is  “inquiring  into  a  social  reality  that  consists  of  inferring  features  of  a 
non-manifest  context  from  features  of  a  manifest  text”,  then  content  analysis  is  the  methodology 
to  use  (Krippendorff,  2004,  p.  25).  Leedy  and  Ormrod  (2005)  defines  content  analysis  as  a 
“detailed  and  systematic  examination  of  the  contents  of  a  particular  body  of  material  for  the 
purpose  of  identifying  patterns,  themes,  or  biases”  (p.  142).  Neuendorf  (2002)  states  that  “the 
goal  of  content  analysis  is  to  identify  and  record  relatively  objective  (or  at  least  intersubjective) 
characteristics  of  messages..."  (p.  141).  The  view  of  content  analysis,  as  defined  by  Holsti 
(1996),  "any  technique  for  making  inferences  by  objectively  and  systematically  identifying 
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specified  characteristics  of  messages"  (p.  14)  takes  the  methodology  out  the  realm  of  just  textual 
analysis  to  other  medium  of  communication.  Yet,  in  order  for  the  methodology  to  be  replicable, 
to  can  only  be  applied  to  data  that  is  durable.  Most  human  beings  draw  conclusions  from 
observations  of  various  types  of  content  informally  on  a  daily  basis  during  our  multitude  of 
communications  with  each  other.  The  content  analysis  methodology,  when  placed  within  a 
research  framework,  is  formal  system  of  what,  as  aforementioned,  people  do  daily. 

Krippendorff  (2004)  provides  a  conceptual  framework  that  is  prescriptive,  analytical,  and 
methodological  that  guides  the  “conceptualization  and  design  of  the  research  [that  can]  facilitate 
the  critical  examination  and  comparison  of  the  published  content  analysis,  [as  well  as]  point  to 
performance  criteria  and  precautionary  standards  that  researchers  can  apply  in  evaluating  [other] 
content  analysis”  (p.  30). 


Context 

The  Many  Worlds  of  Others  as  Conceived  by  Content  Analysts 


Figure  3  Framework  -  Conceptual  (P.A.M.) 

The  components  of  Krippendorff  s  (2004)  framework  are: 

1 .  A  body  of  text,  the  data  that  a  content  analysis  has  available  to  begin  an  analytical 
effort 
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2.  A  research  question  that  the  analyst  seeks  to  answer  by  examining  the  body  of  text 

3.  A  context  of  the  analyst’s  choice  within  which  to  make  sense  of  the  body  of  text 

4.  An  analytical  construct  that  operationalizes  what  the  analyst  knows  about  the  context 

5.  Inferences  that  are  intended  to  answer  the  research  question,  which  constitute  the 
basic  accomplishment  of  the  content  analysis 

6.  Validating  evidence,  which  is  the  ultimate  justification  of  the  content  analysis  (p.  30- 
40) 

As  Figure  3  represents  the  conceptualized  content  analyst;  it  can  be  seen  to  contain 
Figure  4,  which  represents  a  simplified  content  analysis  design  for  comparing  similar  phenomena 
inferred  from  different  texts  (Krippendorff,  2004,  p.  94). 


Figure  4  Framework  -  Simplified  Analysis  Design 
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This  design  is  ideal  when  distinctions  from  a  body  of  text  have  the  same  content  analysis  applied 
to  them.  Specifically  the  inferences  that  will  be  compared  are  of  more  significance  than  the 
textual  make-up  of  the  body  of  text. 

The  body  of  texts  and  research  question  were  covered  in  Chapter  I.  Chapter  II  provided 
the  context  of  usage  for  the  body  of  text  within  which  to  make  sense  of  the  body  of  text.  The 
texts,  within  the  context  of  their  use,  “acquire  significance  (meanings,  contents,  symbolic 
qualities,  and  interpretations)”  (Krippendorff,  2004,  p.  33).  The  analytical  construct  will  be 
discussed  further  in  sections  of  this  chapter. 

Detailed  Components  of  the  Content  analysis 

An  exploded  view  of  the  “Content  Analysis”  box  in  Figures  3  and  Figure  4,  is  shown  in 
Figure  5.  Descriptions  of  the  elements  of  the  components  of  the  “Content  Analysis”  box  will  also 
serve  as  instructions  for  replicating  the  content  analysis  in  future  research  endeavors. 


Theories  about 


Information  about  the  Text’s  Resistance  to  Analysis 


Figure  5  Framework  -  Components  of  Content  Analysis 
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Krippendorff  (2004)  states  that  each  element  “has  a  descriptive  and  an  operational  state”  (p.  83. 
The  elements  are  unitizing,  sampling,  recording/coding,  reducing,  inferring,  and  narrating.  The 
inferring  and  narrating  elements  will  be  covered  in  Chapter  IV.  The  sub  elements  of  the  “Data 
Making”  segment  of  the  framework  are  detailed  in  the  following  paragraphs. 


Unitizing 

The  units  of  analysis  for  the  content  analysis  are  broken  into  three  components:  Sampling 
Units,  Context  Units,  and  Recording/Coding  Units.  Sampling  Units  are  “distinguished  for 
selective  inclusion  [and  possible  exclusion]  in  an  analysis  (Krippendorff,  2004,  p.  99).  The 
Sampling  Units  for  this  content  analysis  are  the  Strategic  Plans  of  the  organizations  with  the  role 
and  responsibility  for  conducting  NETOPS  in  accordance  with  Department  of  Defense 
Directives,  Instructions,  Doctrine  and  Concepts  of  Operations  (CONOPS). 

The  Context  Units  are  “units  of  textual  matter  that  set  limits  on  the  infonnation  to  be 
considered  in  the  description  of  recording  units”  (Krippendorff,  2004,  p.  101).  The  Context  Units 
for  this  content  analysis  are  the  mission  statements,  goals,  and  objectives  detailed  within  the 
Strategic  Plans  of  the  organizations  with  the  role  and  responsibility  for  conducting  NETOPS  in 
accordance  with  Department  of  Defense  Directives,  Instructions,  Doctrine  and  Concepts  of 
Operations  (CONOPS) 

Recording/Coding  Units  are  “units  distinguished  for  separate  description,  transcription, 
recording,  or  coding”  (Krippendorff,  2004,  p.  99).  The  Recording/Coding  Units  for  this  content 
analysis  are  thematic  elements  regarding  NETOPS  in  mission  statements,  goal,  and  objectives 
detailed  within  the  Strategic  Plans  of  the  organizations  with  the  role  and  responsibility  for 
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conducting  NETOPS  in  accordance  with  Department  of  Defense  Directives,  Instructions, 
Doctrine  and  Concepts  of  Operations  (CONOPS). 

Sampling 

Of  the  various  methods  of  sampling  available,  the  author  chose  to  use  “Relevance 
Sampling”  (Krippendorff,  2004,  p.  119)  for  detennining  the  textual  units  that  would  be  used 
within  the  content  analysis  for  answering  the  research  question.  Because  the  researcher 
handpicks  textual  units  to  analyze  in  the  study  based  upon  identified  variables  under 
consideration,  Relevance  Sampling  is  closely  identified  with  Purposive  Sampling.  The  identified 
variables  are  the  Department  of  Defense  Directives,  Instructions,  Doctrine  and  Concepts  of 
Operations  (CONOPS)  that  govern  NETOPS.  When  the  population  for  study  is  highly  unique,  it 
is  feasible  for  the  researcher  to  follow  a  conceptual  (or  considering  context,  a  mandated) 
hierarchy,  thereby  reducing  the  number  of  textual  units.  Krippendorff  (2004)  states  that 
“Relevance  Sampling  selects  relevant  data  in  ways  that  statistical  sampling  theory  has  not  yet 
addressed”  (p.  120). 

Recording/Coding 

The  Recoding/Coding  schema  are  ways  that  the  content  analyst  records/codes  transient, 
unstructured,  or  fuzzy  but  otherwise  meaningful  phenomena  into  a  medium  suitable  for 
subsequent  data  processing.  A  search  for  recording/coding  precedence  for  analyzing  strategic 
plans  for  alignment  was  conducted,  and  no  research  effort  was  found  to  have  been  performed. 
The  Recording/Coding  scheme  devised  is  adapted  from  a  theory  presented  in  congressional 
testimony  by  the  Government  Accountability  Office  (GAO)  (1998)  on  “[strategic  alignment] 
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challenges  that  remain  to  be  addressed”  (GAO,  1998,  p.  3).  GAO  theorized  two  key  elements  of 
strategic  plans  that  would  be  needed  to  meet  the  [strategic  alignment]  challenges  identified;  (1) 
clearly  articulated  strategic  direction  -  the  document  specifically  identifies  and  is  organized  to 
describe  areas  for  focus  where  the  organization  deems  actions  are  necessary  to  conduct  Joint 
Force  (Interagency)  Network  Operations  (NETOPS)  and/or  Net-Centric  Operations/Warfare 
(NCOW)  and  achieve  the  affects  of  successfully  conducted  NETOPS,  and  (2)  the  coordination  of 
crosscutting  efforts  -  the  document  specifically  discusses  Joint/Interagency  coordination  for  the 
crosscutting  programs,  mission-related  activities,  or  functions  that  are  similar  to  those  of  other 
Department  of  Defense  Components  and  or  Federal  agencies  that  conduct  NETOPS.  For  each 
strategic  plan  recorded,  the  coder  was  asked  to  analyze  the  strategic  plan  and  assess  the 
vision/mission  statement,  general  goals  and  objectives,  and  approaches  or  strategies  to  achieve 
the  goals  and  objectives.  An  binary  coding  scheme  was  created  as  shown  below: 

1  Aligned  -  Strategic  Plan  of  C/S/A  is  aligned  to  conduct  NETOPS 

0  Not  Aligned  -  Strategic  Plan  of  C/S/A  is  not  aligned  to  conduct  NETOPS 
Jf  the  strategic  plan  clearly  contained  the  two  key  elements,  as  fully  defined  above,  then  the 
coder  was  asked  to  record  the  strategic  plan  accordingly  and  annotate  examples.  Jf  the  strategic 
plan  did  not  clearly  contain  the  two  key  elements,  as  fully  defined  in  the  coder  training,  then  the 
coder  was  asked  to  record  the  strategic  plan  accordingly  with  annotated  coder  comments. 

The  primary  researcher  independently  coded  all  of  the  strategic  plans  in  this  body  of  text 
and  recorded/coded  the  results  within  a  Microsoft  Excel  spreadsheet  (see  Appendix  B:  “Sample 
Codebook”).  An  alternate  coder  also  independently  coded  all  of  the  strategic  plans  in  this  body 
of  text  and  recorded/coded  the  results  within  a  Microsoft  Excel  spreadsheet  (see  Appendix  B: 
“Sample  Codebook”).  The  alternate  recorder/coder  was  allotted  96  hours  to  conduct 
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recording/coding  on  the  body  of  text.  The  independent  coding  efforts  are  crucial  to  prevent 
invalidation  of  the  data  due  to  collaborative  coding. 

Recorder/Coder  Training  and  Preliminary  Reliability 

“It  is  typical  for  content  analyst  to  provide  coders  with  additional  training  in  using  the 
recording/Coding  instructions”  (Krippendorff,  2004,  p.  129).  The  alternate  recorder/coder  was  a 
female  GS-15  (Army  Colonel/Navy  Captain/O-6  equivalent  for  order  of  precedence)  volunteer 
from  the  Anny  Assistant  Chief  of  Staff  for  Installation  Management  (ACSIM).  The  alternate 
recorder/coder  is  currently  pursuing  a  master’s  degree  in  National  Security  Resource  Strategy, 
with  a  concentration  in  Information  Operations  (10),  at  the  Industrial  College  of  the  Armed 
Forces  (ICAF)  located  at  the  National  Defense  University  (NDU).  The  alternate  recorder/coder 
also  possesses  a  diverse  background  in  Information  Resource  Management  (IRM),  Portfolio 
Management  and  is  a  Certified  Chief  Information  Officer  (CIO). 

Two  hours  (total)  of  training  sessions  were  conducted  with  the  alternate  recorder/coder 
by  the  primary  researcher.  The  primary  researcher  explained  the  abstract  of  the  thesis  research. 
The  alternate  recorder/coder  was  provided  an  initial  definition  of  alignment.  The  alternate 
recorder/coder  was  also  provided  with  the  GAO  report  that  expanded  the  alignment  definition  to 
strategic  alignment  and  was  adapted  to  develop  the  coding  scheme.  The  alternate  recorder/coder 
was  familiarized  with  the  coding  scheme  as  well  as  the  Sampling  Units,  Context  Units,  and 
Recording/Coding  Units.  After  the  initial  one  hour  training  session,  the  alternative 
recorder/coder  was  provided  a  sample  text  and  asked  to  independently  code  the  text.  The 
alternate  recorder/coder  was  allotted  24  hours  to  code  the  sample  text.  The  second  hour  of  the 
recorder/coder  training  was  spent  ensuring  that  both  the  primary  researcher  and  alternate 
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recorder/coder  understood  the  fundamentals  of  the  coding  scheme.  No  adjustments  to  the 
research  question  or  methodology  were  made  as  a  result  of  these  training  sessions. 

Final  Reliability 

A  final  measure  of  reliability  will  be  a  comparison  of  the  primary  researcher  and  alternate 
recorder/coder  data/themes.  The  primary  researcher  and  alternate  recorder/coder  reviewed  the 
same  body  of  texts.  A  percentage  agreement  between  the  primary  researcher  and  the  alternate 
recorder/coder  will  be  the  measure  used  to  calculate  reliability.  Krippendorff  s  (2004)  a  will  be 
used  to  check  reliability.  Krippendorff  s  a  is: 

1 .  Applicable  to  any  number  of  values  per  variable  and  it’s  correction  for  chance  makes 
a  independent  of  this  number 

2.  It  is  applicable  to  nominal,  as  well  as  other  scales  of  measurement  (p.  222) 

Tabulation  and  Reporting 

The  results  from  each  coder,  primary  and  alternate  were  recorded  within  the  Microsoft 
Excel  spreadsheet  (see  Appendix  B:  “Sample  Codebook”).  The  data  was  sorted  in  multiples 
ways.  Initially,  the  primary  researcher  recording/coding  was  tabulated.  Second,  the  alternate 
researcher  recording/coding  was  tabulate.  Third,  the  primary  researcher  and  alternate 
recorder/coder  data  were  combined.  The  spreadsheet  data  will  be  graphically  displayed  on  charts 
to  represent  the  data  and  identify  associate  comments  and  annotations. 
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Summary 

Krippendorff  (2004)  provides  a  conceptual  framework  that  is  prescriptive,  analytical,  and 
methodological  (p.  30).  Given  the  context  and  textual  content  of  the  Sampling  Units,  Context 
Units,  and  Recording/Coding  Units,  the  content  analysis  methodology  provides  the  best  method 
of  answering  the  primary  research  question.  This  conclusion  is  confirmed  by  various  authors: 
Leady  &  Onnrod,  Cresswell,  Denzin  &  Lincoln,  and  Neuendorf  (Leady,  2005;  Denzin  & 
Lincoln,  2000;  Cresswell,  2003;  Neuendorf,  2002).  The  steps  used  in  the  analytical  construct  for 
conducting  the  content  analysis  methodology  lead  to  an  unbiased  volume  of  literature  to 
research. 

As  the  primary  researcher  is  an  instrument  in  the  conducting  of  the  content  analysis,  the 
study  is  subject  to  the  knowledge,  skills,  abilities,  and  any  biases  possessed  by  the  primary 
researcher.  The  next  chapter  will  discuss  the  results  and  analysis  of  the  collected,  and  recorded, 
data  in  an  attempt  to  answer  the  research  question. 
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IV.  Results  &  Analysis 


Introduction 

This  chapter  describes  the  keys  themes  and  concepts  discovered  during  the  content 
analysis  of  the  selected  body  of  text  relating  to  NETOPS  Strategic  Plan  alignment.  As  articulated 
in  the  initial  chapter,  the  objective  of  this  study  was  to  answer  the  posited  question  using  an 
exploratory  content  analysis  methodology:  “Are  the  strategic  plans  of  the  organizations  tasked 
with  conducting  NETOPS  aligned?”  The  focus  of  this  question  is  to  define  the  elements  of  being 
strategically  aligned  within  the  Joint  Network  Operations  (NETOPS)  arena.  It  is  expected  that 
once  the  themes  are  presented/re-articulated  to  answer  the  research  question,  that  further  research 
will  be  conducted  using  the  data  acquired  from  this  research  study  to  create  a  codified  Joint 
Network  Operations  (NETOPS)  strategic  alignment  model  which  can  be  applied  in  the 
operational  leadership,  education,  and  training  environment. 

The  following  sections  of  this  chapter  discuss  the  framework  and  steps  used  the  type  of 
data  recorded/coded,  and  how  the  results  of  the  research  answer  the  research  question  above.  The 
first  section  deals  with  the  primary  researcher  results,  describing  the  data  collection  technique 
and  the  analysis  of  the  findings.  The  next  section  presents  the  alternate  recorder/coders  data 
collection  and  the  analysis  of  their  results.  Lastly,  the  final  section  provides  a  correlated  view  of 
the  primary  researches  results  with  the  alternate  recorder/coder  results,  and  answering  the  posited 
research  question. 

Percent  agreement,  using  Krippendorff  s  Alpha  (a),  was  used  to  check  content  validity. 
The  algorithm  between  the  primary  researcher  and  the  alternate  recorder/coder  was  calculated  for 
all  strategic  plans  analyzed. 
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Primary  Researcher  Data 

A  loose  criteria  search  for  documents  associated  with  Network  Operations  and  Global 
Information  Grid  operations,  resulted  in  over  100  documents  consisting  of  United  States  Codes, 
federal  policies  or  regulations,  Department  of  Defense  (DOD)  directives  and  instructions, 
international  agreements,  administrative  agency  manuals,  Joint  publications,  XXX-Day  plans, 
and  strategic  documents  of  various  types  from  multiple  entities  As  a  result  of  this  loose  criteria, 
many  items  contained  in  the  initial  dataset  was  not  remotely  or  directly  applicable  to  the  topic  of 
this  research.  The  data-set  was  narrowed  according  to  the  criteria  as  outlined  in  Chapter  I  and  the 
sampling  techniques  detailed  in  Chapter  III.  This  process  reduced  the  amount  of  researcher  bias 
by  removing  the  researcher  from  the  sampling  decision  for  the  analyzed  data-set. 

The  primary  researcher  performed  a  thorough  analysis  of  the  resulting  sample,  analyzing 
for  any  thematic  pattern  that  may  be  present  within  each  strategic  plan.  Each  theme  discovered 
was  recorded  for  comparison  to  the  perspective  themes  that  may  have  been  discovered  by  the 
alternate  recorder/coder  and  therefore  be  correlated  with  the  primary  researchers’  discovered 
themes.  Each  strategic  plan  that  contained  the  required  elements  for  alignment  was 
recorded/coded  according  to  an  A  Priori  binary  coding  scheme,  as  defined  in  Chapter  III  as 
shown  below: 

1  Aligned  -  Strategic  Plan  of  C/S/A  is  aligned  to  conduct  NETOPS 

0  Not  Aligned  -  Strategic  Plan  of  C/S/A  is  not  aligned  to  conduct  NETOPS 

The  independent  primary  researcher  analysis  resulted  in  list  of  primary  categorical 
Network  Operations  (NETOPS)  entities,  organizations,  or  levels  within  organizations  of 
significance.  The  primary  categorical  Network  Operations  (NETOPS)  entities,  organizations,  or 
levels  were  not  ranked,  yet  they  were  tabulated  based  upon  authorship  and  organizational 
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responsibility  for  the  content  of  the  strategic  plan.  This  resulted  in  the  following  table  of  primary 
categorical  Network  Operations  (NETOPS)  entities,  organizations,  or  levels. 


_ Network  Operations  Entities _ 

Departmental  Level  (Overarching  -  DoD) _ 

Joint  War  Fighting  Community  (CJCS/J-6) _ 

Chief  Information  Officers  (Army/Navy/AF/USMC) 
Joint  Network  Operations  (JTF-GNO,  USSTRATCOM) 
Service  Network  Operations  (Army/Navy/AF/USMC) 
Intelligence  Community  (DoD,  Service,  Federal) _ 

Agency  Network  Operations  (Federal,  Non-DoD) _ 

Coalition  Network  Operations  (Partner) _ 

Table  1  Primary  Researcher  NETOPS  Entities 


As  shown  by  Table  1,  these  entities,  along  with  their  being  tasked  with  NETOPS  by 
directive,  law,  or  policy,  also  produce  policy,  directive,  and  most  importantly  strategy  to  conduct 
NETOPS  appear  to  be  prevalent  within  all  of  the  strategic  plans  analyzed.  These  entities’, 
although  not  specifically  named,  correspond  with  the  Joint  Concept  of  Operations  for  Global 
Information  Grid  Network  Operation  Version  3  (STRATCOM,  2006,  p.  14)  command  and 
control  structure  for  a  global  network  operations  event  (Figure  6). 
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1  GNSC  provides  DS  to  SOUTHCOM  TNCC  and  all  GNCCs. 

2  USA  STNOSCs  provide  DS  to  USA  SGNOSC.  USA  SGNOSC  provide  GS  to  USA  STNOSCs. 

3  In  the  absence  of  a  STNOSC,  the  SGNOSC  will  provide  GS  to  the  TNC. 
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Figure  6  Global  NetOps  C2:  USSTRATCOM  is  Supported  Command 


The  independent  primary  researcher  analysis  also  resulted  in  list  of  primary  categorical 
Network  Operations  (NETOPS)  themes  of  relevance.  The  primary  researcher  themes  were  not 
ranked,  yet  they  were  recorded  as  discoverable  and  prevalent  across  all  strategic  plans  analyzed. 
The  primary  research  NETOPS  themes  are  presented  in  Table  2. 
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Themes 

Net-Centricity  -  Modular/Decentralized/Collaborative 

Data/Information  Sharing  -  Speed  to  Decision 

Acquisition  -  Technologies/Security/Training 

Policy  -  Administrative/Operational 

Doctrine  -  Joint/Inter-Service/ Allied 

Concepts  of  Operations  (CONOPS) 

Training  -  Enlisted/Officer/Civilian 

Leadership  -  All  levels/organizations 

Administrative  Chain  of  Command  -  Advisory/Strategic 

Operational  Chain  of  Command  -  Decisive 

Enterprise  Architecture  -  Interoperable/Capabilities  &  Effects  Based 

Table  2  Primary  Researcher  Themes 


As  can  been  seen,  some  of  these  initial  themes  can  be  consolidated  due  to  cross¬ 
functionality  and  perspective  interpretation  of  the  particular  entity  authoring  the  strategic  plan. 
Noting  this  possible  perspective  interpretation,  the  primary  researcher  consolidated  the  themes 
with  relevance  placed  upon  the  perspective  of  the  reader  (the  lowest  common  denominator).  This 
resulted  in  a  consolidated  listing  of  themes,  shown  in  Table  3. 


_ Perspective  Modified  Themes _ 

Net-Centric  Data/Information  Sharing  -  DIACAP,  DISCAP,  Net-Centric  Policy, 
Data/Information,  Acquisition  Policy/guidance _ 

Policy,  Doctrine,  CONOPs,  Training  -  Joint/ Allaince/Agency 

Publications/Policy/T  raining _ 

Enterprise  Architecture  -  GIG,  DODIIS,  LandWarNet,  FORCEnet,  C2  Constellation 
Net _ 

Leadership,  Chain  of  Command  -  CIO/COCOM/NETOPS  Commander/Executive 
Collaboration  Boards 

Table  3  Primary  Researcher  Perspective  Modification  of  Themes 
Alternate  Recorder/Coder  Data 

To  provide  rigor  and  validity  to  the  primary  researcher  results  an  alternate  recorder/coder 
was  used  to  independently  analyze  the  body  of  text.  These  coder  results  were  collected  to  test  the 
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content  analysis  framework  and  verify  the  results  of  the  primary  researcher.  This  rigor  and 
validity  also  helps  to  solidify  the  reliability  of  the  final  results. 

The  alternate  coder  also  independently  coded  all  of  the  strategic  plans  in  this  body  of  text 
and  recorded/coded  the  results  within  a  Microsoft  Excel  spreadsheet  (see  Appendix  B:  “Sample 
Codebook”).  The  alternate  recorder/coder  was  allotted  96  hours  to  conduct  recording/coding  on 
the  body  of  text.  The  independent  coding  efforts  were  crucial  to  prevent  invalidation  of  the  data 
due  to  collaborative  coding.  The  alternate  recorder/coder  did  not  have  access  to  the  primary 
researcher’s  recorded/coded  data.  The  final  codebook  is  a  formulation  of  the  annotations  from 
the  content  analysis  performed  independently  by  the  primary  researcher  and  the  alternate 
recorder/coder. 

Due  to  the  thematic  nature  of  the  recording/coding  of  the  body  of  text,  exact  matches 
were  not  the  goal.  Holistic  themes  and  idealistic  agreements  were  the  ultimate  goal.  The  nature 
of  strategic  plans  is  not  exact  universal  translation  to  each  entity  that  views  them.  Rather,  it  is 
that  internalization  of  the  context  that  results  in  the  implementation  of  the  strategic  plan  based 
upon  the  perspective  of  the  readers  and  the  focus  of  the  organization  to  which  the  reader  is 
assigned.  This  being  stated,  the  results  of  the  alternate  recorder/coder  we  interesting,  to  say  the 
least. 

The  independent  alternate  recorder/coder  analysis  resulted  in  list  of  primary  categorical 
Network  Operations  (NETOPS)  entities,  organizations,  or  levels  within  organizations  of 
significance.  The  alternate  recorder/coder  categorical  Network  Operations  (NETOPS)  players 
were  not  ranked,  yet  they  were  tabulated  based  upon  authorship  and  organizational  responsibility 
for  the  content  of  the  strategic  plan.  This  resulted  in  the  following  table  of  primary  categorical 
Network  Operations  (NETOPS)  players. 
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_ Network  Operations  Players _ 

Departmental  -  Chief  Strategists _ 

Chairmen  of  the  Joint  Chiefs  of  Staff  -  Authoritative  Doctrine _ 

Military  Service  Chief  Information  Officers  -  Inter/Intra  Service  Policy _ 

Combatant  Commander  -  Joint  Tactics  &  Techniques _ 

Military  Service  Commands  -  Operational/Tactical  Direction _ 

Intelligence  (Agency  &  Service)  -  Information  Technology/Systems/Policy _ 

Inter/Intra  Agency  Organizations  -  Cross  functional  coordination _ 

Multinational  Entities  -  Global/Theater  Coordination  &  Strategic  Collaboration 

Table  4  Alternate  Recorder/Coder  NETOPS  Players 


The  alternate  recorder/coder  analysis  also  resulted  in  list  of  primary  categorical  Network 
Operations  (NETOPS)  themes  of  relevance.  The  alternate  recorder/coder  themes  were  not 
ranked,  yet  they  were  recorded  as  discoverable  and  prevalent  across  all  strategic  plans  analyzed. 
The  Alternate  researcher  NETOPS  themes  are  presented  in  the  Table  5. 


_ Themes _ 

Material  -  Technologies/Standardization _ 

Education  -  Intrinsic  Knowledge  of  Responsibilities _ 

Personnel  -  Cadre  of  Special  (IT/IM)  Individuals/Digital  Warriors 
Facilities  -  Synchronized  Capabilities/Critical  Infrastructures _ 

Doctrine  -  Practical/Formal/Persistent/Updated/Standard  Taxonomy 
Feadership  -  NETOPS/Critical  Infrastructure/Enterprise  Focused 
Training  -  IT/IM/IA  -  Information  Certification  for  All  Fevels _ 

Organization  -  Synchronization/Standardization/Formulization _ 

Table  5  Alternate  Recorder/Coder  Themes 


As  with  the  primary  research  themes,  the  alternate  recorder/coder  initial  themes  can  be 
consolidated  due  to  cross-functionality  and  perspective  interpretation  of  the  particular  entities 
authoring  the  strategic  plans.  Noting  this  possible  perspective  interpretation,  the  primary 
researcher  consolidated  the  themes  with  relevance  placed  upon  the  perspective  of  the  reader  (the 
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lowest  common  denominator).  This  resulted  in  a  consolidated  listing  of  the  alternate 
recorder/coder  themes,  as  shown  in  Table  6. 


_ Perspective  Modified  Themes _ 

Material  &  Facilities  -  Technologies/Standardization/Synchronized  Capabilities/Critical 
Infrastructures _ 

Leadership  &  Personnel  -  Cadre  of  Special  (IT/IM)  Individuals/Digital  Warriors/ 
NETOPS/Critical  Infrastructure/Enterprise  Focused _ 

Education  &  Training  -  Intrinsic  Knowledge  of  Responsibilities/  IT/IM/IA  -  Information 
Certification  for  All  Levels _ 

Organization  &  Doctrine  -  Practical/FormaPPersistent/Updated/Standard  Taxonomy/ 
Synchronization/Standardization/Formulization _ 

Table  6  Alternate  Recorder/Coder  Perspective  Modification  of  Themes 
Combined  Primary  Researcher/ Alternate  Coder  Data 

The  combined  analysis  of  the  primary  researcher  and  the  alternate  recorder/coder  resulted 
in  two  analytical  constructs  for  visualizing  the  relationship  of  the  discovered  themes  to  NETOPS. 
As  with  the  primary  researcher  and  alternate  recorder/coder  themes  tabulated  in  Table  3  and 
Table  6,  respectively,  the  themes  are  not  uniquely  distinctive  or  separate.  The  themes  tabulated 
by  the  primary  researcher  are  correlated  and  interwoven,  as  can  be  seen  in  Figure  7. 


Figure  7  Primary  ResearcherThematic  Construct  Figure  8  Alternate  Recorder/Coder  Thematic  Construct 
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The  themes  tabulated  by  the  alternate  recorder/coder  are  correlated  and  interwoven,  as 
can  be  seen  in  Figure  8.  Using  the  discovered  themes  and  the  individual  constructs  that  reflect 
the  primary  researcher  and  alternate  recorder/coder  interrelated  themes  to  NETOPS,  a  combined 
construct  can  be  envisioned.  Figure  9  shows  the  primary  researcher  construct  combined  with  the 
alternate  recorder/coder  construct  (alternate  construct  detailed  in  red)  to  show  an  interwoven 
agreement  and  an  alignment  of  themes.  Figure  10  shows  the  alternate  recorder/coder  construct 
combined  with  the  primary  researcher  construct  (primary  construct  detailed  in  red)  to  show  an 
interwoven  agreement  and  an  alignment  of  themes. 


Figure  9  Primary  w/Alternate  Combined 


Figure  10  Alternate  w/Primary  Combined 


The  perspectives  and  discovered  themes  of  the  primary  researcher  and  alternate 
recorder/coder  constructs  shown  within  Figure  9  and  Figure  10  flow  together  thematically.  The 
interwoven  agreements  of  the  themes  to,  within,  and  through  NETOPS  are  evident. 

In  conducting  the  research  both  the  primary  researcher  and  the  alternate  recorder/coder 
discovered  that  internal  and  external  guidance,  respectively,  played  a  major  role  in  the 
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development  of  the  strategic  plans  of  the  entities  and  organizations.  For  the  primary  researcher 
these  internal  guidance  elements  that  were  present  were  principle-like,  not  necessarily  codified  in 
policy  or  doctrine.  The  following  quotes  illustrate  the  guiding  principles  discovered  by  the 
primary  researcher: 

1.  “Deploy  interoperable,  Joint  IM  and  IT  solutions  to  enhance  warfighter 
effectiveness... align  Department- wide  IM  and  IT  efforts  with  warfighter 
priorities... assure  global  secure  access  to  infonnation  [and]  lead  continuous 
capability-enhanced  IM  and  IT  transformation... optimize  infonnation  resources  and 
investments,  by  maximizing  return  on  investments,  increasing  efficiency,  expanding 
the  use  of  Enterprise  solutions,  and  measuring  the  contribution  of  IT  investments  to 
warfighting  effectiveness. .  .adopt  and  share  best  practices”  (DON,  2005b) 

2.  We  are  fleet/joint  warfighter  focused. .  .connecting  and  protecting  warfighters 
whenever,  wherever. .  .act  with  the  utmost  integrity... through  integrity,  our  actions 
reflect  our  commitment  to  Navy’s  core  values. .  .we  are  agile  and 

responsive. ..ensuring  that  our  operations  and  solutions  optimize  responsiveness  to  the 
warfighter... adaptive. ..fostering  an  environment  of  continuous  improvement, 
innovation  and  learning  that  makes  NETWARCOM  a  great  place  to  work. .  .We  are  a 
team...  focused  on  making  FORCEnet  a  reality,  enhancing  every  aspect  of  Naval, 
Joint,  and  combined  operations”  (NNWC,  2006a) 

3.  Recruit,  train,  and  retain  quality  C4  Marines  and  Civilian  Marines. .  .ensure  that  our 
C4  training  and  education  meet  the  needs  of  all  our  personnel  who  will  employ  and 
maintain  tomorrow’s  C4  systems... GIG  Enterprise  Services  and  the  foundation  for 
enabling  Network  Centric  Warfare  (NCW)  in  the  Marine  Corps...  field  joint  C4 
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systems  that  are  secure,  scalable,  integrated,  interoperable,  modular,  and 
reliable. .  .exploit  emerging  technologies  to  provide  increased  capabilities. .  .cultivate  a 
closer  bond  between  the  Advocates. .  .and  the  supporting  C4  community. . . .promote 
enterprise  solutions  that  leverage  best  business  practices  and  methods  of  operation” 
(HQMC/C4,  2004) 

4.  To  operate  cohesively  as  a  single  enterprise. .  .to  provide  infonnation  that  is  accessible 
across  the  Intelligence  Community  (GDIP,  2006). 

For  the  alternate  recorder/coder  theses  external  guidance  elements  that  were  present  were 
codified  in  executive  strategy,  policy  or  doctrine.  These  quotes  from  the  following  executive 
strategy/policy/doctrine  are  indicative  of  the  external  guidance  annotated  by  the  alternate 
recorder/coder: 

1.  “Transform  America’s  national  security  institutions  to  meet  the  challenges  and 
opportunities  of  the  twenty-first  century”  (POTUS,  2006a,  p.  43). 

2.  “We  will  conduct  network-centric  operations  with  compatible  information  and 
communications  systems,  usable  data,  and  flexible  operational  constructs... beyond 
battlefield  applications,  a  network-centric  force  can  increase  efficiency  and 
effectiveness  across  defense  operations,  intelligence  functions,  and  business 
processes. ..a  network-centric  force  requires  fundamental  changes  in  process,  policy, 
and  culture”  (DOD,  2005c,  p.  14). 

3.  “...creation  of  a  collaborative  information  environment  that  facilitates  information 
sharing,  effective  synergistic  planning,  and  execution  of  simultaneous,  overlapping 
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operations...  on  demand  to  defense  policymakers,  warfighters  and  support  personnel” 
(CJCS,  2004,  p.  25). 

4.  “We  have  set  about  making  US  forces  more  AGILE  and  more  expeditionary”  (DOD, 
2006b,  p.  v). 

5.  Federal/Agency/Service  Transformation  Planning  Guidance 

6.  Strategic  Planning  Guidance 

7.  Joint  Operations  Concepts  Family 

Both  the  primary  researcher  and  the  alternate  recorder/coder  stressed  the  importance  of 
these  external  elements.  The  external  elements  guide  not  only  the  entity;  they  have  a  direct 
impact  upon  the  entities’  organizations  and  individuals  within.  This  impact  can  influence  the 
perspective,  interpretation,  and  or  the  implementation  of  an  entities  strategic  plan. 

Answers  to  Research  Questions 

The  results  of  this  content  analysis  can  be  applied  to  answer  the  posited  question: 

“Are  the  strategic  plans  of  the  organizations  tasked  with  conducting  NETOPS  aligned?” 

The  constructs  developed  from  the  discovered  themes  of  the  primary  researcher  and  alternate 
recorder/coder  directly  answer  the  posited  research  question.  There  were  internal  and  external 
elements  discovered  in  the  relationship  of  the  themes  annotated  by  the  primary  researcher  and 
alternate  recorder/coder,  respectively.  The  extra  element  for  the  primary  researcher  was  the 
guiding  principles  of  the  entities  tasked  with  conducting  NETOPS.  The  extra  element  for  the 
alternate  recorder/coder  was  the  executive  guidance  that  provided  authoritative  direction  to  the 
entities  tasked  with  conducting  NETOPS.  The  primary  researcher  and  the  alternate 
recorder/coder  had  100%  agreement  that  the  strategic  plans  of  the  organization  tasked  with 
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conducting  NETOPS  are  aligned.  A  developed  construct  containing  the  extra  elements 
(executive  guidance  is  detailed  in  bold  black  with  guiding  principles  detailed  in  bold  blue)  in 
relation  to  the  combined  thematic  constructs  of  the  primary  researcher  and  the  alternate 
recorder/coder  (alternate  themes  detailed  in  red)  is  shown  in  Figure  11.  This  construct  illustrates 
the  themes,  as  well  as  the  internal  and  external  influences,  which  show  the  alignment  of  the 
strategic  plans  of  the  organizations  tasked  with  conducting  NETOPS,  are  aligned.  When 
the...  elements  of  alignment  are  simultaneously  connected,  each  element  is  supported  and 


strengthened  by  the  others... and  great  things  happen”  (Labovitz  &  Rosansky,  1997,  p.  35/36). 


Figure  11  NETOPS  Strategic  Alignment  Thematic  Construct 
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This  question  was  answered  using  a  content  analysis  of  the  strategic  plans  of 
organizations  that  were  tasked  by  federal  policy,  doctrine,  or  concepts  of  operations  to  conduct 
NETOPS.  A  Relevance  Sampling  of  the  body  of  text  yielded  12  strategic  plans  for  the 
organizations  tasked  with  conducting  NETOPS.  The  primary  researcher  and  alternate 
recorder/coder  analyzed  the  entire  sample  independently;  resulting  in  the  construct  that 
represents  the  thematic  NETOPS  strategic  plan  alignment  of  the  tasked  organizations  detailed  in 
Figure  12. 
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Figure  12  NETOPS  Community  of  Interest  Organization  Chart 
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V.  Discussion,  Conclusions  and  Recommendations 

Introduction 

Joint,  Inter/Intra  Agency,  and  Allied/Coalition  NETOPS  strategic  planning  within 
and  across  organizations  has  become  critical  to  conducting  global  network  centric 
operations  within  the  information  domain  of  the  global  battle  space.  Within  the 
Department  of  Defense  global  network  environment,  NETOPS  strategic  planning  guides 
the  implementation  of  network  centric  warfare  focused  directives.  NETOPS  Strategic 
planning  incorporates  and  expands  upon  Global  Information  Grid  policies  and  doctrine 
and  ties  them  to  the  strategic  goals  and  objectives  of  the  NETOPS  organization.  NETOPS 
Strategic  planning  is  used  to  develop,  establish,  and  focus  organizational  policy, 
procedures,  and  processes  for  each  organizations  NETOPS  responsibility  with  regard  to 
their  components  of  the  GIG.  These  GIG  components  span  the  full  range  of  business, 
intelligence,  Warfighting,  and  defense  operations.  NETOPS  Strategic  planning 
specifically  supports  GIG  overarching  policy  by  defining  near  and  long  term  goals, 
objectives,  and  as  needed,  roles  and  responsibilities  for  commands,  services,  and  agency's 
foci  on  GIG  NETOPS 

Strategic  plan  alignment  has  been  focused  upon  two  distinct  areas  for 
organizations;  establishing  external  competitive  advantage,  and  internally  aligning 
various  aspects  of  an  entity  or  organizations  various  components.  Due  to  this  focus,  very 
little  research  has  been  done  on  the  strategic  alignment  of  multiple  organizations  with  the 
same  operational  tasking  at  various  levels  within  a  globally  dynamic  area  of  operations. 
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Discussion 


NETOPS  is  the  central  component/tenet  of  joint  network  mission-essential  tasks 
(CJCS,  2006b,  p.  IV-1).  When  conducted  with  precision  and  effectiveness,  “NETOPS 
provides  integrated  network  visibility  and  end-to-end  management  of  networks,  global 
applications,  and  services  across  the  [Global  Information  Grid]”  (CJCS,  2006b,  p.  IV-1). 
As  the  importance  of  NETOPS  continues  to  be  defined  by  the  policy,  doctrine,  and 
strategic  elements  of  the  Department  of  Defense,  there  are  a  few  key  issues  that  became 
evident  during  this  research: 

1 .  The  NETOPS  strategic  environment  is  not  as  clearly  defined  at  the  tactical 
level  of  war  as  it  is  at  the  strategic  and  operational  Levels  of  War  (LoW). 

2.  Each  command,  service,  agency  has  variable  levels  of  importance  placed  upon 
the  NETOPS  mission;  therefore  cross  communication  occurs  at  multiple 
disjointed  levels  within  the  organizations. 

3.  There  is  still  no  consensus  on  the  nature  of  the  network  as  a  weapons  system 
within  the  Department  of  Defense. 

Strategic  to  Tactical 

The  reality  of  NETOPS  is  that  there  are  very  few  instances  where  a  NETOPS 
even  is  not  a  globally  impacting  event.  Global  event  and  impact  should  be  thought  of  as 
the  norm,  whereas  theatre  or  regional  events  will  be  the  exceptions  to  the  rule.  With  the 
mindset  that  theatre  and  regional  events  are  global  in  the  aggregate,  ASD/NII,  the  Joint 
Staff  J-6,  and  STRATCOM  must  strategically  define  the  operational  and  tactical 
organizational  command  and  control  relationships  to  conduct  NETOPS.  Joint  Publication 
0-2  espouses  that  “the  keys  to  capturing  and  maintaining  control  over  the  battle  rhythm 
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[is]  simplicity”  (CJCS,  2001a,  p.  xiv).  This  "simplicity"  must  include  “unambiguous 
chain  of  command,  well-defined  command  relationships,  and  clear  delineation  of 
responsibilities  and  authorities”  (CJCS,  2001a,  p.  Ill- 17).  If  “command  is  central  to  all 
military  action,  and  unity  of  command  is  central  to  unity  of  effort”  (CJCS,  2001a,  p.  x), 
then  the  global  command  and  control  relationships  of  the  services  and  the  joint 
environment  (combatant  command,  etc)  must  have  NETOPS  strategic  roles  and 
responsibilities  clearly  defined  at  the  tactical  level  of  war  beyond  the  scope  of  operational 
orders.  Tactical  entities  need  to  be  required  to  have  strategic  plans  published  and 
synchronized  with  their  counterparts  within  and  external  to  the  combatant  commanders, 
service,  and  agencies. 

Joint  from  Disjointed 

Within  the  NETOPS  community  of  interest,  it  is  evident  that  some  organizations 
are  functioning  within  their  own  realm  of  operations  under  completely  different  chains  of 
command  focused  on  the  very  same  mission  sets  and  objectives.  This  results  in  a 
fractured  and  extremely  inefficient  organizational  structure  within  which  to  conduct 
NETOPS.  As  an  example  one  service  has  a  three-star  (0-9)  as  the  lead  for  conducting 
NETOPS,  whereas  another  service  has  an  0-6.  With  respect  to  most  network-related 
activities  and  operations,  the  ability  to  task  available  resources  to  conduct  NETOPS  is  not 
equal  and  results  in  a  weakened  NETOPS  infrastructure.  Some  agencies,  services,  or 
commands  do  not  have  a  centralized  authority  responsible  for  the  collaborative  and 
synergistic  efforts  to  conduct  NETOPS.  This  result  is  disjointed  entities  within  the 
commands,  service,  and  agencies  with  various  level  of  responsibility  for  network 
Doctrine,  Organization,  Training,  Materiel,  Leadership,  Education,  Personnel,  Facilities, 
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and  Culture  to  scope  the  NETOPS  environment.  You  can  not  build  joint  capabilities  with 
disjointed,  equally  powerful,  entities  fielding  NETOPS  capabilities. 

The  Weapons  System 

The  Department  of  Defense  holistically  does  not  manage  networks  as  a  weapons 
system.  As  net-centric  operations  and  warfare  has  taken  on  an  ever  more  importance  as 
an  enabler  for  infonnation  superiority  and  full  spectrum  dominance,  DOD  can  not 
tactically  afford  to  not  develop  the  strategic  capability  to  optimize  interoperability,  and 
therefore  dependability  of  NETOPS  assets.  Managing  network  operations  as  a  weapons 
system  directs  the  appropriate  level  of  focus  on  ensuring  information  assurance  and 
network  exploitation  as  an  element  of  increased  speed  to  decision  and  a  force  multiplier. 

NETOPS  strategic  alignment  is  critical  to  successful  operation  of  multiple  layers 
of  network  centric  warfare  that  can  shift  from  decentralized,  to  centralized,  then  back  to 
decentralize  in  a  matter  of  seconds  during  multiple  global  engagements.  To  this 
researchers  dismay,  there  are  no  models  or  construct  examples  for  analyzing  multiple 
organizations  strategic  plan  alignment  for  the  conducting  of  an  over  arching  operation 
with  multiple  layers  of  cross-functionality,  authority,  and  impact.  Given  the  lack  of 
previous  accessible  research  in  this  area,  the  body  of  text  analyzed  in  this  research  was 
used  to  fonn  a  foundation  for  future  research.  After  a  review  of  Joint  architecture, 
network  operations,  national,  defense,  and  military  strategy,  a  posited  research  question 
was  developed  and  answered  in  the  affirmative  as  detailed  in  Chapter  IV. 
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Research  Limitations 


There  were  a  couple  of  limiting  factors  that  can  impact  the  results  of  this  research 
effort.  These  limiting  factors  have  been  identified  as  researcher  bias,  recorder/coder 
training,  and  body  of  text  selection. 

Researcher  Bias 

There  is  no  agreed  upon  “correct  way”  to  analyze  qualitative  data  (Leedy  and 
Ormrod,  2005).  Qualitative  data  interpretation  tends  to  be  more  subjective  in  nature  and 
may  at  times  be  influenced  by  the  researcher’s  biases  (Leedy  and  Ormrod,  2005).  Effort 
was  put  into  the  data  collection  process  to  eliminate  researcher  bias  due  to  background, 
previous  knowledge,  skills,  and  predisposition.  To  reduce  researcher  bias  an  alternate 
recorder/coder  was  used.  This  use  of  an  alternate  recorder/coder  increases  the  collection 
of  data  and  enhanced  the  different  kinds  of  perspectives  on  the  body  of  text  being  studied. 
The  use  of  an  alternate  recorder/coder  may  even  lead  to  contradicting  information  that 
may  shed  some  light  on  the  bias. 

Recorder/Coder  Training 

With  the  exception  of  having  the  results  of  the  primary  researcher  finding  in 
validating  the  analytical  framework,  the  alternate  recorder/coder  was  trained  using  the 
exact  same  sample  of  material  that  the  primary  researcher  used  to  validate  the  content 
analysis  framework.  An  inter-recorder/coder  agreement  percentage  of  100%  would 
indicate  that  the  recorder/coder  training  was  successful.  Yet,  quantification  of 
recorder/coder  reliability  is  not  a  “defining  criteria  for  content  analysis”  (Krippendorff, 
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2004,  p.  87).  There  may  be  other  factors  that  contributed  to  the  high  inter-recorder/coder 
percentage  agreement. 

Body  of  Text  Selection 

The  researcher  chose  to  use  “Relevance  Sampling”  (Krippendorff,  2004,  p.  119) 
for  detennining  the  body  of  text  to  be  used  within  the  content  analysis.  When  the 
population  for  study  is  highly  unique,  it  is  feasible  for  the  researcher  to  follow  a 
conceptual  (or  considering  context,  a  mandated)  hierarchy,  thereby  reducing  the  number 
of  textual  units.  Department  of  Defense  Directives,  Instructions,  Doctrine  and  Concepts 
of  Operations  (CONOPS)  that  govern  NETOPS  were  used  as  the  definitive  variables  to 
determine  the  relevance  of  the  sampled  body  of  text  for  analysis.  Krippendorff  (2004) 
states  that  “Relevance  Sampling  selects  relevant  data  in  ways  that  statistical  sampling 
theory  has  not  yet  addressed”  (p.  120). 

Yet,  there  are  classified  instruction,  departmental,  executive,  service,  and  agency 
memorandums  that  are  unattainable,  that  could  have  increased  the  relevant  sampled  or 
even  the  size  of  the  body  of  text  to  be  sampled  from.  All  efforts  were  made  to  cross 
correlate  the  mandates  of  the  available  documents.  Those  mandates  that  were  classified 
or  inaccessible  due  to  special  access  or  “need  to  know”  requirements  will  have  to  be  used 
for  future  research  at  a  possibly  higher  security  classification  level. 

Suggestions  for  Further  Study 

This  research  effort  was  exploratory  with  the  expectation  that  further  research  will 
be  required  to  enhance  the  benefit  f  strategic  planning  within  the  NETOPS  community.  A 
follow-on  research  effort  using  the  same  methodological  framework  should  be  conducted 
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to  further  validate  the  findings  and  establish  the  reliability  of  the  results  and  developed 
constructs.  A  follow-on  research  effort  that  delves  into  the  other  levels  of  strategic 
planning  beyond  the  strategic  and  operational  levels,  for  instance  the  tactical  level,  would 
provide  a  more  holistic  view  of  the  NETOPS  strategic  alignment  constructs  developed  in 
this  research  effort  and  validate  its  applicability. 

A  content  analysis  conducted  by  the  Government  Accountability  Office  (GAO) 
on  the  alignment  of  NETOPS  organizations  strategic  plans  would  allow  for  a 
considerable  amount  of  resources  and  expertise  to  be  applied  to  the  research  that  could 
not  be  mustered  by  this  research  effort.  Given  that  theories  espoused  by  the  GAO  were 
used  in  developing  the  criteria  for  alignment  in  this  research,  it  is  a  matter  or  course  that 
GAO  should  conduct  a  wider  scale  research  effort  beyond  just  the  structure  and  content 
of  a  particular  strategic  plan  (as  is  the  nature  of  GAO  content  analysis  in  past  research). 

Summary 

NETOPS  is  an  organizational,  procedural  and  technological  construct  for  ensuring 
information  superiority  and  enabling  speed  of  command  for  the  digital  warrior.  It  links 
together  widely  dispersed  network  operations  centers  through  a  command  and 
organizational  relationship;  establishes  joint  tactics,  techniques  and  procedures  to  ensure 
a  joint  procedural  construct;  and  establishes  a  technical  framework  in  order  to  create  a 
common  network  picture  for  the  joint  force  commander  (CJCS,  2006b). 

Within  the  Joint  Force  Network  Operations  (NETOPS)  environment,  war  fighters 
will  treat  net-centric  adversaries  and  global  information  grid  defense-in-depth  situations 
as  complex,  adaptive  enclaves  that  are  the  product  of  the  dynamic  interactions  between 
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connected  entities  and  processes.  Because  of  net  centricity,  no  entity  or  process  of  the 
enclave  can  be  considered  in  isolation;  no  singular  engagement  methodology  will 
accurately  capture  the  enclave’s  complexity,  and  an  alignment  of  Department  of  Defense 
Combatant  Commanders,  Services,  and  Agencies  (CC/S/A)  strategic  planning  is  pivotal. 
To  engage  in  this  net-centric  war  fighting  environment  and  achieve  information 
dominance,  the  CC/S/A  strategic  plans  must  be  structured,  developed  and  delivered  to 
meet  the  vision  of  the  National  Security  Strategy,  National  Military  Strategy,  National 
Defense  Strategy,  and  keystone  documents  for  communications  system  support  to 
NETOPS. 

The  goal  of  this  research  effort  was  to  establish  whether  or  not  the  strategic  plans 
for  organizations  tasked  with  conducting  NETOPS  are  aligned.  Once  the  key 
organization  were  identified,  their  strategic  plans  could  be  analyzed  used  a  structure 
content  analysis  framework.  The  themes  discovered  in  the  research  effort,  along  with 
internal  and  external  guiding  elements,  will  hopefully  lead  to  organizations  successfully 
conducting  NETOPS,  and  thereby  achieving  the  results  envisioned  by  the  capabilities  that 
NETOPS  provides,  enhances,  and  supports. 
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